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REVIEW OF THE INTELLIGENCE
AND SECURITY ACT 2017

FOREWORD //

Foreword

In the foreword to the 2016 report of their review of the previous legislation governing the intelligence
and security agencies, Hon Sir Michael Cullen, KNZM and Dame Patsy Reddy, DNZM, said that the new
Intelligence and Security Act 2017 “should state clearly that its fundamental purpose is the protection
of New Zealand as a free, open, and democratic society”. They went on to describe that principle as
“the guiding principle by which the activities of the Agencies must be undertaken and judged”.

Section 3 of the Act does clearly state this guiding principle. We have attempted to follow it in the
present review. In particular, we have sought to understand what a free, open and democratic

New Zealand looks like today, and to place the Act and the intelligence and security agencies firmly
in that setting.

Now, seven years after the Cullen/Reddy review, we believe several significant changes to the Act are
needed. They are required to ensure the Act is *fit for purpose’ and remains true to the guiding principle
of protecting New Zealand as a free, open and democratic society.

Like Sir Michael and Dame Patsy, we have been exposed to a wide range of views about the intelligence
and security agencies during our review. But interestingly no one argued that New Zealand did not
need intelligence and security agencies.

Rather, the issues raised related to matters such as the lack of transparency about the agencies’
activities; concerns about the effectiveness of control and oversight mechanisms (including the lack
of a rigorous process for assessing the agencies’ effectiveness); whether the Act and the agencies
adequately reflect New Zealand's diverse and multi-cultural society; and legislative gaps and
inconsistencies that appear when the intelligence and security community is considered as a whole,
some of which affect the operation of the Act.

The review has been rather more demanding and time-consuming than we initially envisaged. Like
everything else, it has been affected by COVID-19. However, for both of us, the review has, despite
its challenges, been a fascinating, informative and rewarding experience. We feel we have produced
something of value, and hope that proves to be the case.

As we indicate in the report, we consulted widely during the review, both within and outside the
public sector, and found that invaluable. We are very grateful to all those who took the time to
share their views, knowledge and expertise with us. We should mention the significant assistance
and cooperation we have received from the Department of the Prime Minister and Cabinet, the
Government Communications Security Bureau, the New Zealand Security Intelligence Service and
the Inspector-General of Intelligence and Security. We did not always agree, but the discussion and
debate helped us formulate, test and sharpen our ideas.

We also record our gratitude to the non-governmental organisations we consulted, including Kapuia.
Representatives of these organisations are generally volunteers and while they value the opportunity to
express their views, consultation does impose a significant burden on them. We acknowledge that. We
also acknowledge that we gained valuable insights from our discussions with them.

Under the Act, the Ministry of Justice was responsible for providing administrative, secretarial and
other necessary support to the review. We express our gratitude to the members of the Ministry
team who supported us: our initial manager, Tania Chin, whose preparatory and other analytical
work became a ‘go to’ resource; her replacement from July 2022, Virginia McLean, whose formidable
organisational skills ensured we made timely progress; Letitia Garrett and Jason Lescelius,
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who provided critical support and input throughout the review. We also acknowledge the valuable
assistance given by outside contractors: Mike Seddon, who provided much needed technical expertise;
Jody Hamilton, who coordinated the public consultation process; Nicola Hill, who undertook research
and other work as the report was being written; and Savita Parbhu, who provided secretarial services.

Finally, we must acknowledge publicly that we would not have been able to complete this review as we
have without our special adviser, Dr Penelope Ridings. While Dr Ridings has been closely involved in all
aspects of our work, she has taken particular responsibility for issues relating to the collection, storage,
use, sharing and disposal of information by the agencies. Her commitment to the work of the review
and the quality of her input (particularly, her command of the detail) has been truly outstanding and we
are greatly indebted to her.

We have titled our report: Taumaru: Protecting Aotearoa New Zealand as a free, open and democratic
society. The word ‘Taumaru’ means to protect or shelter. It captures in a simple and succinct way the
reason for the Agencies and, indeed, our security and intelligence apparatus in general. The second part
of the title, ‘Protecting New Zealand as a free, open and democratic society’ captures that same
sentiment. It also points to a fundamental challenge arising from the existence of the Agencies, in
acting to maintain a free, open and democratic society we must be careful to ensure we do not
undermine those same values.

| orea te tuatara ka puta ki waho — A problem is solved by continuing to find solutions.
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Executive summary

E.1.

E.3.

The purpose of this review was to:

e determine whetherimprovements should be made to the Intelligence and Security Act 2017
(ISA) “to ensure it continues to be effective, clear and fit for purpose”

e ‘“consider the recommendations and issues related to [the ISA] that were raised in the Report
of the Royal Commission of Inquiry into the terrorist attack on Christchurch masjidain”.

The ISA was enacted following recommendations made by Sir Michael Cullen and Dame Patsy
Reddy in their 2016 report following their review (the Cullen/Reddy review) of earlier legislation
governing the Government Communications Security Bureau (GCSB) and the New Zealand
Security Intelligence Service (NZSIS) (referred to in our report as ‘the Agencies’).

Our review is the first to be carried out under the ISA and was not intended to be a fundamental
or ‘first principles’ review. In addition, it was carried out against the background that the
Department of the Prime Minister and Cabinet (DPMC) has been undertaking work on the
overarching national security policy settings, including the structure and current separation

of the Agencies. In our review, we were directed to be aware of that work but not replicate

it. Additionally, it is important to note that our review is of the ISA and not of the Agencies
themselves.

Setting for the review

E.4.

E.s.

E.6.

E.7.

E.8.

The review took place against the backdrop of:

e asignificant challenge to world order in the form of Russia’s invasion of Ukraine,
which highlighted the need for good intelligence to inform decision-making

e rapid technological developments, which are profoundly influencing the way
New Zealanders live their lives, and the way intelligence and security agencies operate.

To explain the second point, the combination of developments in mobile phone technology, the
internet and the World Wide Web (including the proliferation of internet-enabled devices and
the rapid expansion of web-based services, and social media) have led to people increasingly
living their lives ‘on line’ and, effectively, in public view (our images are routinely captured in
many facets of our daily lives).

Digitisation and the extraordinary volume of data produced every day have resulted in the
development of technologies to collect, examine, manipulate and utilise that data. Companies
have been quick to exploit the opportunities that online life has presented in terms of acquiring,
aggregating, interrogating and analysing data, with a view to producing material that can be
monetised or otherwise used for commercial purposes.

There are many benefits to society generally from these developments. For example, they have
enhanced freedom of expression, encouraged global debate and enabled greater democratic
participation. But they have also created challenges, for example, by creating opportunities for
malicious actors to mount cyber-attacks, conduct disinformation campaigns and undermine (or
potentially undermine) privacy in a variety of ways.

Similarly, these developments can assist the work of intelligence and security agencies by giving
them access to an almost infinite range of data and providing the analytical tools to deal with
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that data. But, equally, those same developments can make the agencies’ work more difficult,
for example, as a result of the widespread use of encryption and virtual private networks.

E.9. Commentators have suggested that rapid technological developments have opened up
commercial opportunities that are leading to a paradigm shift in the way intelligence and security
agencies work internationally. This is because such agencies are able to make increasing use of
commercially and publicly available data in their work. Some commentators argue that further
regulation may be needed in this area.

The limited scope of the Intelligence and Security Act

E.10. Theintelligence and national security system in Aotearoa New Zealand continues to lack
cohesion from a legal point of view. To the extent that New Zealand can be said to have an
intelligence and national security system, the ISA does not address it as a whole. Rather, the Act
deals with several core components, specifically the GCSB, the NZSIS and, to a limited extent,
the National Assessments Bureau within DPMC. Other important elements of the intelligence
and national security community, such as the intelligence functions within the New Zealand
Defence Force (NZDF), the New Zealand Police (Police) and the New Zealand Customs Service
(Customs), are mentioned only peripherally in the ISA or not at all.

E.11. Inrelation to the GCSB and the NZSIS, the ISA sets out their objectives, functions, powers and
oversight mechanisms. It requires these two Agencies to cooperate with each other and with
the NZDF and the Police, but it does not deal with the functions and powers of the NZDF and the
Police in the intelligence/national security context.

E.12. Moreover, the legislation governing organisations such as the NZDF, Police and Customs
does not reflect their intelligence gathering and national security roles, which means that, in
some instances, they have had to develop ‘work-arounds’ in conjunction with the Agencies to
enable them to contribute more fully and effectively to intelligence gathering and national
security activities.

Our approach

E.13. For this review, we have been briefed by, and/or consulted widely with, the Agencies; DPMC;
those performing oversight functions under the ISA (the Inspector-General of Intelligence and
Security, Commissioners of Intelligence Warrants and Parliament’s Intelligence and Security
Committee); government departments and other agencies that have intelligence gathering and
national security functions or interests; other oversight officials such as the Auditor-General, the
Ombudsman, the Privacy Commissioner, the Human Rights Commissioner and the Independent
Police Conduct Authority; academics; Kapuia (the ministerial advisory group on the government’s
response to the Royal Commission of Inquiry into the terrorist attack on Christchurch masjidain
(the Royal Commission)); professional, faith-based and ethnic groups; and members of the
general public. We have also spoken to oversight officials from Australia, Canada and the United
Kingdom and have conducted our own literature research.

E.14. The Royal Commission strongly supported more public discussion of issues relating to national
security, and we have applied that principle in writing our report. For that reason, we have
attempted to provide enough background material to provide context and make the discussion
of the issues understandable to lay readers.
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Our recommendations

E.15.

E.16.

This is the first review carried out under the ISA, and as such, many of the recommendations
we make are of a routine, technical nature. These routine recommendations are set out in
appendix C to this report.

There are also other recommendations of more significance. The three major ones are:
e including a definition of “protection of national security” in the ISA
e removing the distinction between Type 1 and Type 2 warrants

e reforming Parliament’s Intelligence and Security Committee.

Including a definition of “protection of national security” in the ISA

E.17.

E.18.

E.19.

E.20.

There is currently no definition of “national security” in the ISA, despite the fact that the
Cullen/Reddy review recommended there be one. We recommend that s 4 of the ISA
(Interpretation) be amended to include a definition of “protection of national security”.

We make this recommendation because “national security”, and the “protection of national
security” in particular, plays a central role in the scheme of the ISA. So, for example, s 3(a) of
the ISA (Purpose) provides:

The purpose of this Act is to protect New Zealand as a free, open, and democratic society
by—
(a) establishing intelligence and security agencies that will effectively contribute to—
i. the protection of New Zealand'’s national security; and
ii. theinternational relations and well-being of New Zealand; and
ii. the economic well-being of New Zealand; ...
In addition, s g of the ISA states that one of the “principal objectives” of the Agencies is “to
contribute to the protection of national security”; and ss 58 and 60 permit the issuing of warrants

to authorise otherwise unlawful activities that are necessary “to contribute to the protection of
national security”.

As contributing to the “protection of national security” is a purpose of the ISA, one of the
Agencies’ principal objectives and a basis for granting warrants authorising the Agencies’ use of
intrusive and otherwise unlawful powers, the term should, in principle, be defined. A definition
would provide some constraint on the Agencies and guidance for those with oversight
responsibilities under the ISA, as well as enhancing public understanding of the Agencies’ work.

We recommend that a definition along the following lines be inserted in the interpretation
section of the ISA, s 4:

protection of national security means the protection of New Zealand, its communities
and people from activities that are threats because they undermine, or seek to undermine,
one or more of New Zealand's—

(@) territorial integrity and safety, including the safety of its communities and people;
(b) sovereignty, democratic institutions, processes, and values;

(c) multi-cultural and diverse social fabric;
(d)

d

and includes identifying and enabling the assessment of such threats.

essential interests, including its critical infrastructure and governmental operations;
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E.21. Asentence along the following lines could be added to provide a non-exhaustive list of examples
of the types of activity that would fall within the definition.

Such activities include, but are not limited to, terrorism, espionage, sabotage,
violent extremism, insurrection, foreign interference, cyberthreats, and serious
transnational crime.

Other examples (such as money laundering) could be added, if deemed appropriate.

E.22. This definition does not seek to identify specific threats to national security; rather, it seeks to
identify what it is about New Zealand that should be protected in the name of national security.
This is because what national security seeks to protect remains relatively constant over time;
what threatens national security changes with time — sometimes surprisingly quickly. Focusing
on the former rather than the latter means the ISA can accommodate the changing threatscape
without the need for legislative change.

E.23. This definition might be thought to be too general to place any real constraint on the Agencies,
or to provide them with any real guidance about the scope of their work. We do not agree for the
following reasons.

. By their nature, definitions of “national security” or “protection of national security”
capable of accommodating changing threatscapes will have some inherent uncertainty.
As it stands now, s 58 of the ISA, which states the current circumstances in which warrants
for the protection of national security may be sought against New Zealanders, contains
similar uncertainties, for example, in referring to “a New Zealand interest”* and

"2

“New Zealand’s interests”.

e The definition would operate within a statutory context that provides a range of other
controls that help with focusing the application of the definition.

-  The Agencies must collect and analyse intelligence “in accordance with the
New Zealand Government’s priorities”.3 If the envisaged priority setting is carried out
effectively, that will constrain the Agencies’ application of the definition.

-  Where the Agencies seek to use intrusive powers for “protection of national security”
purposes, they will have to persuade both the Minister and a Commissioner of
Intelligence Warrants that the circumstances make the issuing of such a warrant
“necessary” and “proportionate”. To make that determination, the Minister and the
Commissioner will have to consider the objective of the warrant, and the activities it is
intended to authorise, in the context of the definition.

- The Inspector-General of Intelligence and Security (the Inspector-General) reviews all
warrants for legality and propriety and may review activities the Agencies take under
warrants. If the Inspector-General considers the issuing of a warrant, or any action taken
under it, to be “irreqular”, they may report that to the relevant Minister and the Chief
Commissioner of Intelligence Warrants. That again will require consideration of the link
between the objectives of particular warrants and the definition.

E.24. Finally, we note that while we expect all threats-based warrants to be dealt with under the
proposed definition, the Agencies would still have the power to seek warrants to carry out

*  Intelligence and Security Act 2017, s 58(2)(b)(i).
2 Section 58(2)(g)(i).
3 Section10(2).
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unlawful activities that “will contribute to” either New Zealand’s international relations and
well-being or New Zealand’s economic well-being. These activities will be unaffected by the
inclusion of the definition.

Removing the distinction between Type 1 and Type 2 warrants

E.25. The ISA draws a distinction between warrants applying to New Zealand citizens and permanent
residents (New Zealanders) (referred to in the ISA as Type 1 warrants) and those applying to
non-New Zealanders (Type 2 warrants). The requirements for issuing Type 1 warrants are more
onerous than those for issuing Type 2 warrants. We consider the distinction between Type 1
and Type 2 warrants to be no longer necessary or meaningful and recommend it be abolished.
The Agencies support this recommendation, and we heard no opposition to it from other parties
we consulted.

E.26. The result would be that New Zealanders and non-New Zealanders would be treated alike in
relation to warrants for the protection of national security, and non-New Zealanders would
benefit from the higher standard presently applicable only to New Zealanders. Moreover, all such
warrants would be issued by both the Minister and a Commissioner of Intelligence Warrants,
acting together, so that both New Zealanders and non-New Zealanders would have the benefit
of the so-called ‘triple lock’ mechanism.*

E.27. Inrespect of warrants to authorise activities that will contribute to New Zealand's international
relations and well-being or to its economic well-being, we consider that the current differential
requirements between New Zealanders and non-New Zealanders should remain. In essence,
this type of warrant can only be granted against a New Zealander where there are reasonable
grounds to suspect that the New Zealander is effectively a foreign agent.

E.28. We recommend removing the Type 1/ Type 2 distinction for the following reasons.

e ltremoves the current legal uncertainty as to when a Type 1 warrant must be obtained
alongside a Type 2 warrant to cover the possible incidental collection of information
concerning New Zealanders.

e Asamatter of practice, itis now common for the Agencies to obtain ‘partner’ warrants —
Type 1 and Type 2 warrants together. This means that the distinction between Type 1 and
Type 2 warrants has little, if any, practical effect.

e New Zealanders are not, ultimately, disadvantaged in relation to warrants for the protection
of national security. All that would happen is that non-New Zealanders would have the same
level of protection as New Zealanders. From a human rights point of view, this would be the
better approach.

e We are not recommending changes to the differentiation between New Zealanders and non-
New Zealanders in relation to warrants for international relations or economic well-being.
While the removal of the Type 1/ Type 2 distinction might alter the form of these
authorisations, it would not enlarge the scope for targeting New Zealanders.

E.29. If this recommendation is accepted, there will be a number of consequential changes that will
have to be made to the warranting regime. These are detailed in our report.

4 This mechanism is referred to as the triple lock because it requires decisions by both the Minister and a Commissioner of
Intelligence Warrants that a warrant should be issued, as well as a subsequent review by the Inspector-General.
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Reforming Parliament’s Intelligence and Security Committee

E.30. The Intelligence and Security Committee was established by the Intelligence and Security
Committee Act 1996, following the establishment of the United Kingdom'’s Intelligence and
Security Committee in 1994. While legislation governing the equivalent committees in
Australia, Canada and the United Kingdom prohibits members of the Executive (such as the
Prime Minister and other Ministers) from being members of the committee, the ISA requires
that the New Zealand Committee be chaired by the Prime Minister. In addition, the New Zealand
Committee will inevitably have among its members one or more additional Ministers, in
particular, the Minister(s) responsible for the Agencies. Under the ISA, the Leader of the
Opposition must also be a member, and there may be representatives of other parties.

E.31. Besides this difference in eligibility for committee membership, there are other ways the
committees in Australia, Canada and the United Kingdom differ from the New Zealand
Committee. They have jurisdiction over more agencies within the wider intelligence and national
security community and may consider a broader range of matters. For example, both the
Canadian and the United Kingdom committees have the power to consider operational issues
and to exercise oversight of defence intelligence functions. The New Zealand Committee cannot
do either.5 Both publish substantive reports on the matters they consider, such as diversity in the
intelligence and security agencies® and foreign interference in elections.” Also, the committees
in all three countries are supported by a permanent secretariat, which is not the case for the
New Zealand Committee.

E.32. Theresultis that, while there are differences between the various committees in Australia,
Canada and the United Kingdom and they are subject to some control by the Executive, they
have much greater capacity to exercise effective democratic oversight of the intelligence and
security agencies in their countries than the committee does in New Zealand.

E.33. While the office of the Inspector-General was substantially strengthened in 2013 and the number
of Commissioners of Intelligence Warrants was increased from one to three under the ISA, the
Intelligence and Security Committee has remained essentially in the same form as it was when
established in 1996, apart from the fact that it may now have between five and seven members
(as opposed to the previous five). We recommend the Committee be substantially reformed so it
can provide independent and effective democratic oversight of the Agencies, and that the reach
of its oversight functions be extended.

E.34. Togive a brief explanation of the reasons for this recommendation, we need to emphasise six
features of the ISA.

e Aswe noted above, s 3(a) provides that the purpose of the ISA is to protect New Zealand as a
free, open and democratic society by (among other things) establishing intelligence and
security agencies that will effectively contribute to three sets of interests. There is, then, an
expectation that the Agencies’ contribution will be “effective”.

e Section 3 also indicates that the ISA aims to ensure that the functions of the Agencies are
performed “in a manner that facilitates effective democratic oversight”® and to ensure that

5 The Australian committee does not have the power to consider operational matters either.

& Intelligence and Security Committee of Parliament Women in the UK Intelligence Community (2015) and Diversity and
Inclusion in the UK Intelligence Community (2018).

7 United Kingdom, Intelligence Security Committee, ISC Annual Report 2016—2017 (December 20, 2017).

Intelligence and Security Act 2017, s 3(c)(iii).
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the Agencies powers are subject to “institutional oversight and appropriate safeguards”.
Section 17(d) imposes a duty on the Agencies to act in a manner that facilitates “effective
democratic oversight”.

e Part 6 of the ISA deals with oversight of the Agencies. Section 156(1) states that the purpose
of the Part is “to provide for the independent oversight of intelligence and security agencies
to ensure that those agencies act with propriety and operate lawfully and effectively”.

e Under Part 6, the Inspector-General has three functions: to ensure that the Agencies act
lawfully and with propriety, to ensure complaints are independently investigated and to
advise the government and the Intelligence and Security Committee on matters relating
to oversight of the Agencies.® The Inspector-General considers effectiveness only in relation
to the Agencies’ compliance with the ISA in terms of the issuing and execution of warrants
and of the Agencies’ compliance systems more generally.*

¢ Interms of Part 6, the main function of the Intelligence and Security Committee is to
examine the Agencies’ “policy, administration and expenditure”.** The statutory provisions
setting out the Committee’s functions do not explicitly identify a function of assessing the
Agencies’ effectiveness, and there are other provisions that would make it hard to perform
such a function, in particular, the prohibition on inquiring into any matter that is
operationally sensitive (which includes matters relating to intelligence collection and
production methods or sources of information).*

e Finally, we note that s 236(3) in Part 7 states that the terms of reference for periodic reviews,
such as ours, "may include any matter relevant to the functions, effectiveness, and efficiency
of [the Agencies] and their contribution to national security”.

E.35. Fourimportant points emerge from this brief overview. The ISA contemplates that:

e the Agencies will contribute effectively to the protection of national security and to the
other two sets of interests

o there will be effective democratic oversight of the Agencies
e there will be independent oversight of the Agencies to ensure that they act effectively

e itis possible to assess the effectiveness of the Agencies and their contribution to national
security.

E.36. We have concluded that the Intelligence and Security Committee should be the body providing
‘independent’ and ‘effective democratic oversight’ of the Agencies (including in relation to their
effectiveness) under the ISA. We know from discussions with previous and present members of
the Committee that it has not performed this function to date and, given its make-up and
resources, it would be unreasonable to have expected it to do so. In its current form, the
Committee cannot undertake the necessary oversight function.

9 Section 156(2).
0 Section 158(2)(f).
1 Section 193(2).
2 Section 193(2)(b).
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E.37. Aswe see it, the Committee lacks:
e independence from the Executive

e thetime and capacity to undertake meaningful scrutiny of the Agencies’ work, in particular,
in relation to their effectiveness

e the power to examine other agencies within the broader national security and intelligence
community whose work raises similar issues to those raised by the Agencies’ work and
whose work is relevant to the Agencies’ effectiveness.

E.38. Accordingly, we recommend the Committee be reformed. We will not summarise all the
necessary changes here but note some of the more important ones as follows.

e  Current members of the Executive should be prohibited from being members of the
Committee.

e The Committee’s membership should comprise Members of Parliament from significant
parties represented in Parliament.

e  The Committee’s jurisdiction should be expanded so that it is able to:

- investigate, consider and report on operational matters in relation to the Agencies,
including methods of intelligence collection and production (with the possible exception
of current operations)

- exercise oversight of the principal intelligence assessment agency or agencies

- exercise oversight of significant intelligence and national security functions performed
by other government organisations or agencies, such as the NZDF and the Police.

e  The Committee should be supported by a small secretariat (three or four people) of
cleared staff.

e Committee members must be able to access the classified and confidential information
necessary to enable them to perform their expanded mandate effectively.

e TheISA should make it clear that members of the Committee exercise their oversight
functions on behalf of all New Zealanders rather than on a party-political basis.

E.39. We also suggest that consideration be given to empowering the Committee to consider the use
by government departments and agencies of technologies involving the acquisition, aggregation,
searching, analysis and manipulation of open-source and other data that results in biometric
identifiers or other information of a sensitive personal nature.

E.zo0. The current demarcation between the work of the Committee and that of the Inspector-General
would remain.

E.41. It will be important for the reformed Intelligence and Security Committee to be as open as
reasonably possible about its work. Obviously, there will be significant limits on its ability to be
transparent and much, perhaps most, of its work will necessarily be undertaken in secret. But it
will be important for the Committee to demonstrate to New Zealanders that it is undertaking its
expanded mandate rigorously on their behalf. Responding to relevant public concerns, issuing
public reports, holding public hearings from time to time and similar measures will assist in this.
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Other issues

E.42. There are several matters that we highlight as either areas of work in progress or areas that need
further examination.

Recognising New Zealand'’s diverse and multi-cultural society

E.43. Inour proposed definition of “protection of national security”, we have highlighted
New Zealand's increasingly multi-cultural and diverse society as one of the country’s features
that requires recognition in a national security context. The 2018 Census identified six major
ethnic groups in New Zealand — European (70.2%); Maori (16.5%); Pacific peoples (8.1%);
Asian (15.1%); Middle Eastern / Latin American [ African (1.5%); and other ethnicity (1.2%).
Within those major groups, there are many other communities — as at 2018, there were over
160 ethnic groups containing more than 100 people living in New Zealand.

E.44. The Agencies have worked in recent years to increase the diversity of their workforce, as well
as their outlook and practices. While these efforts are commendable, our consultations and
observations indicate that there is still much to be done to achieve true diversity and inclusion
within the Agencies, and within the national security system more generally. We therefore
recommend that s 3 of the ISA be amended to include a reference to the Crown'’s obligations
to Maori under te Tiriti o Waitangi / the Treaty of Waitangi and the need for the Agencies to
perform their functions in a manner that reflects New Zealand’s multi-cultural and diverse
society. Corresponding changes should also be made to s 17, which sets out the general duties
of the Agencies when performing their functions.

Developing a coherent and consistent policy and legislative framework for
New Zealand’s national security system

E.45. Although this review was never intended to be a ‘root and branch’ review, we have identified
some issues of a fundamental structural nature that we think should be addressed at some point.
Perhaps the most important of these is the lack of a coherent legislative framework governing
the overall intelligence and security community. Like the Royal Commission, we feel there are
governance and accountability gaps and legislative inconsistencies and incoherence. In an area as
important as national security, where numerous agencies have the capacity to make meaningful
contributions, and in circumstances where technological tools are developing so quicky, there
needs to be a comprehensive and coherent policy and legislative approach across the sector.

Working from a ‘need to share’ rather than ‘need to know’

E.46. A coherent and coordinated national intelligence and security system is also based on effective
cooperation and information sharing between domestic agencies, which facilitates a joined-up
approach to responding to national security threats. Intelligence is only valuable where it leads
to something, whether better decision-making, improved public safety or addressing threats
to national security. As the Royal Commission noted,*3 previous reviews of components of the
national security system have emphasised the need to ensure the right information gets to the
right people at the right time so that it can be used effectively.

3 Royal Commission of Inquiry Report of the Royal Commission of Inquiry into the terrorist attack on Christchurch masjidain on
15 March 2019 (26 November 2020) at part 8, chapter g [9]-[13].
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E.47. We believe the ISA is generally enabling in terms of information sharing, rather than a
hinderance. Despite that, there are still barriers to information sharing domestically. These are
mostly institutional or cultural barriers or barriers associated with technology and infrastructure.
One of the points that emerged in our consultations was concern over an approach to classified
information that emphasises the ‘need to know’. In other words, to receive such intelligence, a
person must hold an appropriate security clearance and must need to know the particular
information in order to perform their duties. This approach places a high value on maintaining
secrecy to avoid compromising intelligence sources and methods and requires the holder of
information to determine who needs to know about that information.

E.48. We prefer a different approach. We consider that a greater emphasis should be placed on the
‘need to share’ information to ensure that the full value of the Agencies’ intelligence-gathering
and assessment activities is realised. The ‘need to share’ involves a different mindset than the
‘need to know’ and applies not just to the Agencies but across the national security and
intelligence system. We acknowledge there is a balance to be struck between sharing intelligence
more widely and the potential for compromise and prejudice to New Zealand’s interests.
However, a greater government-wide appreciation of the national security benefits
of information sharing may prove beneficial in the longer term.

Changing the focus of regulatory efforts

E.49. We have referred to the paradigm shift in technological developments and the impact on
intelligence and security agencies. Given the proliferation of commercially and publicly available
data, it may be that, in the longer term, requlatory efforts will have to focus as much on the use
by intelligence and security agencies (and other state agencies) of open-source data as they
currently do on the agencies’ use of intrusive powers to obtain data.

E.50. To give an example from overseas, a private-sector company, which has access to a near real-
time database of billions of geolocation signals from mobile phones, sells a subscription service
to law enforcement agencies. This enables the agencies to obtain mobile phone location data for
particular locations of interest or particular devices of interest in near real-time. The company
acquires the data from third-party applications on mobile phones, which have permission to
collect users’ location data. The app owners sell that information to third-party advertisers or
data processors. The data may then be on-sold and amalgamated, to form databases of the type
just described.

E.51. This type of commercial activity has profound implications for law enforcement and other state
agencies, for mobile phone users and for society more generally. There will be a time when
New Zealand will need to address the issues that this type of commercial activity raises. This
challenge may well require changes in regulatory focus in future.

Threat disruption

E.52. The paradigm shift in technological developments has another effect in that malicious actors are
increasingly using such developments to threaten and cause harm to New Zealand'’s national
security interests. One issue raised during our review was whether the Agencies should have
more extensive threat disruption powers, given they are, with limited exceptions, not
enforcement agencies.

E.53. Currently, the GCSB is entitled under the ISA to do everything that is necessary or desirable to
protect the security and integrity of communications and information infrastructures of
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importance to the government as an exception to the enforcement prohibition. This disruption
activity is reactive in nature, in the sense that it responds to threats. Moreover, the GCSB is not
permitted to undertake disruption activities in other contexts, such as counterterrorism.

E.54. Inthe case of the NZSIS, the Inspector-General has accepted that the NZSIS is entitled to give
warnings in certain contexts without infringing the prohibition on undertaking enforcement
activities. We have recommended that this be clarified.

E.55. We have given thought to the larger question of whether the Agencies should be given wider
powers of threat disruption. While we consider there is a case for allowing the Agencies to
undertake more threat-disruption work, the issue is complex and raises significant policy
questions that need thorough examination. We have recommended that this policy work be
undertaken as a priority.

Other matters

E.56. We have also considered a range of other matters as part of our review and in accordance with
our terms of reference. These are detailed further in our report. In the main, they respond to
concerns with the operation of the ISA raised by the Agencies, the Inspector-General or domestic
agencies. Adequately responding to these has necessarily required some detail on highly
technical matters. Our specific recommendations on these matters are outlined in the report.
They are also set out in the summary of recommendations chapter, which we drafted so that it
could also be read as a stand-alone document.
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CHAPTER 01

Setting for the review

Introduction

1.1.

In this chapter, we give the background to our review.

e  First, we describe the origins of the statutory requirement for the review and refer briefly to
the earlier review carried out by Sir Michael Cullen and Dame Patsy Reddy (the Cullen/Reddy
review).*

e Afterthat, we introduce the Intelligence and Security Act 2017 (ISA), which resulted from the
Cullen/Reddy review.

e Then we outline the purpose and nature of our review.

¢ Next, we give a brief history to the Royal Commission of Inquiry into the terrorist attack on
Christchurch masjidain on 15 March 2019 (the Royal Commission), which made
recommendations relevant to our review.

e Wethen identify the various work streams underway as part of the government’s response
to the Royal Commission recommendations.

e Finally, we describe the approach we have taken in our review.

Cullen/Reddy review

1.2.

In 2013, a group of sections was inserted into the Intelligence and Security Committee Act 1996
to provide for periodic reviews of the two intelligence and security agencies (the Government
Communications Security Bureau (GCSB) and the New Zealand Security Intelligence Service
(NZSIS) and referred to in our report as ‘the Agencies’) and their associated legislation. At that
time, there were four relevant Acts — one for each Agency* and one each for the Inspector-
General of Intelligence and Security*® and the Intelligence and Security Committee®. This
resulted in legislative inconsistency and lack of coherence. In addition to the legislative
hodgepodge, there had been ongoing public controversies surrounding various of the Agencies’

14

15

16

17

Hon Sir Michael Cullen, KNZM and Dame Patsy Reddy, DNZM Intelligence and Security in a Free Society — Report of the First
Independent Review of Intelligence and Security in New Zealand (February 2016) (Cullen/Reddy report).

Government Communications Security Bureau Act 2003 and New Zealand Security Intelligence Service Act 1969
respectively.

Inspector-General of Intelligence and Security Act 1996.

Intelligence and Security Committee Act 1996.
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1.3.

1.4.

1.5.

1.6.

1.7.

activities, notably in relation to the GCSB's surveillance of Mr Kim Dotcom in support of
New Zealand Police (the Police).*®

The Government Communications Security Bureau and Related Legislation Amendment Bill (the
Amendment Bill) was introduced into Parliament against this background in May 2013. It was
intended to improve various features of the existing legislation. The periodic review provisions
were introduced into the Amendment Bill by means of a Supplementary Order Paper introduced
by Hon Peter Dunne after the Amendment Bill had emerged from the Intelligence and Security
Committee. Under the legislation as ultimately enacted, a review could consider “any matter
relevant to the functions, effectiveness, and efficiency of the intelligence and security agencies
and their contribution to national security”.*

Sir Michael Cullen and Dame Patsy Reddy undertook the first statutory review in 2015. The terms
of reference described the purpose of their review as being to determine:

e whether the legislative frameworks of the Agencies were well placed to protect Aotearoa
New Zealand'’s current and future national security, while protecting individual rights

e whether the current oversight arrangements provided sufficient safeguards at an
operational, judicial and political level to ensure that the Agencies acted lawfully and
maintained public confidence.

The terms of reference for the Cullen/Reddy review related to the two Agencies and their
oversight arrangements. In the publicly available Cullen/Reddy report, there is also some
discussion of the National Assessments Bureau (NAB), which was (and remains) located in the
Department of the Prime Minister and Cabinet (DPMC) and provides intelligence assessments.>°

The Cullen/Reddy report highlighted the need for intelligence priorities and for greater
coordination between the two Agencies and the NAB and, to that end, recommended the
establishment of a National Intelligence and Security Adviser to oversee and coordinate the
three entities. It also highlighted the need for greater cooperation and sharing of information
with other agencies, such as the New Zealand Defence Force (NZDF) and the Police.** But the
broader intelligence community, and the structures governing it, was not a focus of the
Cullen/Reddy review.

This is significant because there are other government entities than the GCSB, the NZSIS and
the NAB that perform intelligence and security functions. The two most obvious examples are
the NZDF and the Police. Other government departments also have intelligence and assessment
capabilities, for example, the Ministry of Business, Innovation and Employment (MBIE), the

New Zealand Customs Service (Customs), the Ministry for Primary Industries (MPI) and, more
recently, the Department of Internal Affairs (DIA).

18

19

20

21

For a description of the different controversies, see, for example, Damien Rogers and Shaun Mawdsley “Restoring Public
Trust and Confidence in New Zealand’s Intelligence and Security Agencies: is a parliamentary commission for security the
missing key?” (February 2022) 18(1) Policy Quarterly 59 and Alister Gillespie and Claire Breen “The Security Intelligence
Agencies in New Zealand: evolution, challenges and progress” (2021) 36(5) Intelligence and National Security 676.
Intelligence and Security Committee Act 1996, s 22(3)(a).

The Combined Threat Assessments Group (CTAG) located within the NZSIS also undertakes threat assessments. At para
[4.34], the Cullen/Reddy report said: “we recommend the government should review the current placement of CTAG
within NZSIS and consider whether it might more appropriately be situated with the NAB".

Cullen/Reddy report, at recommendation 31.
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1.8. In addition, the GCSB, the NZSIS and the NAB ultimately depend on the various agencies that
sit on the government’s Security and Intelligence Board**to be effective in helping protect
New Zealand'’s national security. This includes, for example, understanding what they should
prioritise and what is required and taking action on the intelligence and assessments they
produce. As we discuss later in this report, simply focusing on the GCSB and the NZSIS and their
accountability and review arrangements is arguably too narrow a perspective when assessing
the effectiveness of the national security system. There needs to be a broader approach —such
as, for example, ensuring a greater degree of integration or complementarity between the
legislation governing the GCSB and the NZSIS and that governing other organisations within
the national security and intelligence community, such as the NZDF.

1.9. The Cullen/Reddy report was published on 29 February 2016. An important recommendation was
that the four existing statutes be repealed and replaced by a single Act.*3 This led ultimately to
the enactment of the Intelligence and Security Act (ISA), which was passed on a substantially
multi-party basis.**

1.10. Section 235 of the ISA requires a review of the Agencies and of the ISA every 5 to 7 years. As with
the repealed review provisions, under s 235 of the ISA, the terms of reference for a review may
include “any matter relevant to the functions, effectiveness, and efficiency of the intelligence
and security agencies and their contribution to national security”. When originally enacted, the
effect of s 235(a) of the ISA was that the first review would commence towards the end of 2022.
However, after the Royal Commission reported in November 2020, s 235(a) was amended to
provide that the first review would take place as soon as practicable on or after 1 July 2021. This
reflected the fact that the Royal Commission had made several recommendations relevant to the
review that needed to be considered on an accelerated timeframe.

The Intelligence and Security Act 2017

1.11. We will discuss the detail of the ISA at relevant points in the chapters that follow. For present
purposes, it is sufficient to refer to the ISA’s purpose. That is described in s 3 as:

Purpose

The purpose of this Act is to protect New Zealand as a free, open, and democratic society
by—
(a) establishing intelligence and security agencies that will effectively contribute to—

(i) the protection of New Zealand'’s national security; and

(ii) theinternational relations and well-being of New Zealand; and

(iii) the economic well-being of New Zealand; and

22 DPMC, MFAT, Customs, MBIE, Police, NZDF, and the Ministry of Defence.

23 There were, of course, other important recommendations, some of which we will refer to in subsequent chapters.

24 The debates are notable for the bipartisan spirit in which they were conducted. During the third reading debate, Hon
Andrew Little, then Leader of the Opposition, acknowledged the efforts of the Attorney-General, Hon Christopher
Finlayson KC, to ensure a bipartisan approach to the legislation: "I rise to support the bill at its third reading and to
acknowledge the work of the Minister, Christopher Finlayson, who has just spoken, for doing the spadework and also the
effort that he has put in, in dealing with other parties, listening to their concerns openly and genuinely, and seeking to
resolve the outstanding matters that each of the parties had brought to him."”((21 March 2017) 722 NZPD (Intelligence and
Security Bill - Third Reading, Hon Andrew Little)). The Bill passed its third reading with only the members of the Green
Party voting against it.
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(b) giving the intelligence and security agencies adequate and appropriate functions,
powers, and duties; and

(c) ensuring that the functions of the intelligence and security agencies are performed—

(i) inaccordance with New Zealand law and all human rights obligations recognised
by New Zealand law; and

(i) with integrity and professionalism; and
(iii) in a manner that facilitates effective democratic oversight; and

(d) ensuring that the powers of the intelligence and security agencies are subject to
institutional oversight and appropriate safeguards.

1.12. There are six features of this section worth emphasising here as they are significant for the issues
in our review.

The democratic paradox

1.13. First, s 3identifies the ISA’s fundamental purpose as being “to protect New Zealand as a free,
open, and democratic society”. There is, however, a paradox inherent in national security
measures in liberal democratic societies. Some measures are necessary to protect a democracy’s
institutions, its governmental structures and processes and the physical safety, rights and
freedoms of its people from attack or subversion by malicious actors. However, those measures
can involve some interference with the rights and freedoms of those being protected, the extent
of which may well be controversial. As it has been put recently:?s

We fear the perfidious actions of ‘others’; so, we create or expand security and
intelligence institutions to protect us, but then we fear the very institution we have
created for protection.

We will return to the democratic paradox in later chapters of our report.

The Agencies’ contribution

1.14. Second, s 3(a) contemplates that, in fulfilling the ISA’s fundamental purpose, the Agencies will
contribute to three sets of interests: first, the protection of New Zealand’s national security;
second, New Zealand’s international relations and well-being and third, its economic well-being.
Section g gives effect to this by stating that the “principal objectives of the intelligence and
security agencies are to contribute to [the three sets of interests.]” This description is based on
the statement of the GCSB’s objective in s 7 of the Government Communications Security Bureau
Act 2003, as amended in 2013.

1.15. We make three observations about this.

e The scope of the Agencies’ activities is potentially very broad. The breadth of the language
in s 3(a)(i)—(iii) indicates this. In many situations, however, New Zealand's international
relations and well-being, economic well-being and national security are inextricably linked,
or at least have a significant degree of overlap.

5> Christian Leuprecht and Hayley McNorton Intelligence as Democratic Statecraft (2021, OUP) at 1.
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e Theterm “national security” is not defined in the ISA, although the Cullen/Reddy report
recommended a definition and the Bill, as introduced, contained one. The select committee
that considered the Bill (the Foreign Affairs, Defence and Trade Committee) recommended
the definition be removed, and that recommendation was accepted. We will return to the
issue of definition of “national security” in chapter 5. We simply note at this point that
because the government has for many years taken an ‘all hazards, all risks’ approach to
national security, the concept can be very broad.?® Similarly, the reference to New Zealand’s
well-being in s 3(a)(ii) is open ended.

e The breadth of the language of s 3(a)(i)—(iii) means that there must be other mechanisms to
focus and control the Agencies’ actions. The ISA does contain processes that are intended to
narrow the operational focus of the Agencies, in particular, priority setting mechanisms,
limitations on the circumstances in which intrusive powers can be exercised and oversight
and accountability mechanisms. We will explain these processes and comment on their
effectiveness later in this report.?” Here, it is sufficient to note that it is important not to
consider issues in isolation but, rather, to assess them in their broader context. In other
words, the ISA has to be viewed as a whole rather than through the lens of one or other
aspect of it.

Effectiveness

1.16. Third, s 3(a) contemplates that the Agencies’ contribution to the three sets of interests will be
“effective”. This is relevant to our consideration of:

e the Agencies’ powers (ie, do they enable the Agencies to be effective in contributing to the
identified sets of interests?)

e thelISA’s accountability mechanisms (ie, do they provide for appropriate assessment or
evaluation of the Agencies’ effectiveness?).

1.17. Underlying these issues is the difficult question of how the ‘effectiveness’ of an intelligence and
security agency, or a particular power available to an agency, is to be assessed and by whom.
We return to this topic in chapters 4 and 12 but note the Royal Commission’s conclusion that:®

... there is still no performance framework in place to measure the efficiency and
effectiveness of New Zealand's intelligence community or counter-terrorism effort,
or their delivery against the National Security and Intelligence Priorities.

“Appropriate” powers

1.18. Fourth, s 3(b) refers to giving the Agencies functions, powers and duties that are “adequate and
appropriate”. It is not one of the Agencies’ functions to enforce measures for national security
(apart from certain limited exceptions),* a point to which we return in chapters 5 and 10. The
word ‘adequate’, read in context, must relate back to the effective contribution that the ISA

26 The government has consulted on its first national security strategy based on a narrower concept of national security:

“protecting New Zealand from threats from those who would do us harm.” DPMC “National Security Backgrounder:
Aotearoa New Zealand’s First National Security Strategy” (12 August 2022); DPMC Aotearoa’s National Security Strategy
(dpmc.govt.nz/our-programmes/national-security/aotearoas-national-security-strategy).

27 See chapter 4 for a general overview and chapter 12 for a more detailed discussion.

28 Royal Commission of Inquiry Report of the Royal Commission of Inquiry into the terrorist attack on Christchurch masjidain on
15 March 2019 (26 November 2020) at part 8, chapter 3 [79] (Royal Commission report).

29 Intelligence and Security Act 2017, s 16.
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contemplates the Agencies will make to the three sets of interests. So, the Agencies must have
sufficient powers to enable them to achieve that outcome (against the background that they are
generally prohibited from carrying out enforcement measures).3°

1.19. In context, the word ‘appropriate’ seems to introduce an evaluative component. For example,
there may be powers that would help the Agencies make an effective contribution to the sets of
interests (thus meeting the adequacy test) but that would be seen as inappropriate for some
reason (overreach, for example). This evaluat