24 January 2024

Ref: OIA-2023/24-0349
Dear

Thank you for your Official Information Act 1982 (the Act) request received on 6 December
2023. You requested an accessible copy of the following documents:

e Enhancing Critical Infrastructure Resilience (CAB-23-SUB-0226)
e Critical infrastructure phase 1 discussion document.

Our response
Please find attached a copy of the Enhancing Critical Infrastructure Resilience (CAB-23-SUB-
0226) documents, which includes the critical infrastructure phase 1 discussion document.

| have decided to provide you with a copy of these documents in two formats to ensure you
receive a version that is suitable to any accessibility tools you may use. The two formats
available are:

1. PDF document which has been scanned and run through Adobe’s OCR functionality,
and

2. A read-only Word document which has been manually altered to provide written
explanations of images, tables and figures.

We hope these are more useable than that on our website..

Please note that the attached document is subject to certain information being withheld under
the Act. Where information has been withheld, the appropriate section of the Act has been
noted. This may appear differently between the two documents as follows:

¢ Within the PDF withheld information may only be referenced by use of a refusal ground
(eg. 9(2)(9)(ii))

¢ Within the Word Document withheld information will be reference by way of a sentence
stating information has been withheld and under which ground (eg, Name [withheld
under section 9(2)(g)(ii)]).

The first page in both documents is a proactive release cover page which provides a key to
the withholding grounds used within the documents. For further information about the Act or
withholding grounds, you may wish to refer to the Official Information Act available online at:
www.legislation.govt.nz/act/public/1982/0156/latest/DLM64785.html?search=ts act%40bill%
40requlation%40deemedreg official+information resel 25 a&p=1.

In making my decision, | have considered the public interest considerations in section 9(1) of
the Act. No public interest has been identified that would be sufficient to override the reasons
for withholding that information.

You have the right to ask the Ombudsman to investigate and review my decision under section
28(3) of the Act.

This response will be published on the Department of the Prime Minister and Cabinet’s website
during our regular publication cycle. Typically, information is released monthly, or as otherwise



determined. Your personal information including name and contact details will be removed for
publication.

Yours sincerely,

Clare Ward
Executive Director,
Strategy, Governance and Engagement

4842613 2



4 DEPARTMENT OF THE
il PRIME MINISTER AND CABINET
/ TE TARI O TE PIRIMIA ME TE KOMITI MATUA

Proactive Release

The following documents have been proactively released by the Department of the Prime
Minister and Cabinet (DPMC) on behalf of Rt Hon Chris Hipkins, Minister for National
Security and Intelligence:

Proactive Release: Enhancing Critical Infrastructure Resilience

The following documents have been included in this release:

Title of Briefing: Enhancing Critical Infrastructure Resilience — Release of Discussion
Document

Title of Paper: Acting urgently to strengthen the resilience of New Zealand’s critical
infrastructure system — Release of Discussion Document
(CAB-23-SUB-0226)

Title of Minute: Acting urgently to strengthen the resilience of New Zealand’s critical
infrastructure system — Release of Discussion Document
(ERS-23-MIN-0025)

Title of Minute: Acting urgently to strengthen the resilience of New Zealand’s critical
infrastructure system — Release of Discussion Document
(CAB-23-MIN-0226)

Some parts of this information release would not be appropriate to release and, if requested,
would be withheld under the Official Information Act 1982 (the Act). Where this is the case,
the relevant section of the Act that would apply has been identified. Where information has
been withheld, no public interest has been identified that would outweigh the reasons for
withholding it.

Key to redaction codes:

e Section 6(a), to protect the security or defence of New Zealand or the international
relations of the Government of New Zealand;

e section 9(2)(f)(iv), to maintain the confidentiality of advice tendered by or to Ministers
and officials;

e section 9(2)(g)(ii), to prevent improper pressure or harassment.

© Crown Copyright, Creative Commons Attribution 4.0 International (CC BY 4.0)
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ind Trade, Treasury, Ministry of Business, Innovation and Employment, Ministry of Transport, Department

- of Internal Affairs, Ministry for the Environment, National Emergency Management Agency, Te Waihanga
(the Infrastructure Commission), New Zealand Security Intelligence Service, the Government
Communications Security Bureau, Commerce Commission, Electricity Authority, Reserve Bank of
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Purpose

1. In late-2022, Cabmet agreed to progress two p ces of legislation to enhance critical

and the Prime Minister's concern
hazards be ‘completed pnor to 20,

itive Cabinet papers for Ministerial consultation, one that continues to prioritise
cyher resilience and one that seeks to combine and accelerate the entire work
p gran me; and

discussion document setting out the limitations of New Zealand'’s current regulatory
approach to delivering critical infrastructure resilient to cyber and other hazards and
threats, which can be released under either option.

_The Prime Minister has overall responsibility for this work as part of his National Security and
fntel//gence portfolio (it is part of the Foreign Interference Work Programme).

The Minister Responsible for the Government Communications Security Bureau and the Minister for
the Digital Economy and Communications are jointly responsible for work to enhance cyber resilience.
The Minister for Infrastructure is responsible for monitoring the Government's response to the
Infrastructure Strategy.

The Minister for Cyclone Recovery is copied in given this work’s interaction with this portfolio’s
interests.




Executive Summary

Background and context

4.

Cyclone Gabrielle has illustrated the need to urgent|
natural hazards, alongside cyber and other threats

7.

Critical infrastructures — like electricity, water, transport and telecommunications networks —
underpin almost all of New Zealand's economic activity and are essential to
New Zealanders’ health and wellbeing.

As most recently illustrated through the Auckland floods and Cyclone Gabrielle, the loss,

damage, disruption, and immobilisation of critical infrastructure can severely prejudice the
provision of essential services, undermine public safety, and pose national security thre
New Zealand’s regulatory settings are demonstrably not fit for purpose in managing the;
hazards and threats.

Recognising this, in late-2022 Cabinet agreed to develop two pieces of legislatio
critical infrastructure resilience.

- The first, focussed on cyber threats, was proposed to be fast-tracked
2024. This recognised that despite the growing cyber threat, many «
infrastructures are insufficiently prepared to respond to, recover fi
incidents, which can severely disrupt or paralyse critical set

svent cyber

- The second, focussed on broader resilience against all haza ats (including

severe weather events), was to be introduced in 2025.
ucture resilience to

In light of the significant infrastructure vulnerabilit natural hazards demonstrated by
Cyclone Gabrielle and the Prime Minister's concern concluding work to enhance critical
infrastructure resilience in 2025 was not fast ugh, this paper instead recommends
seeking Cabinet agreement to:

- take forward this work through a single, comprehensive piece of legislation to be

introduced in late-2024; and

the shortcomings of our current regulatory settings,
cense for reform and ahead of consultation on

- shortly commence consultationh
as a first step towards creating
specific reform options‘in:

We consider that pri
introduction in 202

rate sector will inject to building back better as part of the
: is because it would best ensure that critical infrastructure owners

amentary time through 2024 and 2025.

. To deliver on this recommendation, a draft Cabinet paper, discussion document (for

technical audiences) and summary discussion document (for lay audiences) are available at
Attachments A, B and C respectively.

. Alternatively, if you would prefer to continue to progress this work through two Bills,

Attachment D sets out a proposed approach to doing so, while Attachment E includes a draft
Cabinet paper seeking agreement to this.



While necessary, progressing this work quickly will carry risks

12. While this work is highly important, delivering a regulatory regime to enhance critical
infrastructure resilience will be complex and costly. Reoognrsmg thIS coupled W|th a
potentially rapid reform process sa(a) ,

13. To help mitigate these risks, we have proposed an intensive two-stage consultation process
that will best allow the Government to build social license for reform and tailor any options to
New Zealand’s specific geographic and economic conditions. However, we also recommend t
that you (the Prime Minister) agree to:

~ sG(a)'

- officials brrefmg all political parties on this work before consultation commences

14. Finally, we recognise that you may wish to progress regulatory reform faster still given the
devastating impact of recent events. The convention against releasing significant policy
announcements or options for reform during the pre-election period wilklikely constrain our
ability to do this. However, this could be overcome with cross-party agreement to continue to
progress this work during that period.

Next steps

15. To ensure that the timelines Cabinet agreed in December can be met (lrrespectlve of
whether you elect to proceed with two Bills or one); we propose that the attached Cabinet
paper and discussion documents be circulated for Ministerial consultation (subject to any
desired changes) by 15 March. This would allow these to be considered at DEV on
5 April 2023 and consultation to commence for one menth from 12 April 2023.

16. During the proposed Ministerial consultation o‘eriod, we will continue to make minor editorial
and graphical changes to the doouments '

17. Subject to your decisions on this brlefmg we WIH also provide additional advice as soon as
possible with: ; ,

- talking points to support you at Gabmet
- a press release to announce pubho consultation; and

- potential meetmgs wrth other polmcal parties on the need for and potential pace of
reform.



Recommendations

We recommend you:

1. Note that in late-2022, Cabinet agreed to progress two Bills to enhance
the resilience of New Zealand's critical infrastructure — one focussed on
cyber resilience in 2024 (reflecting the urgent need to enhance critical
infrastructure resilience to cyber threats) and one focussed on broader
resilience in 2025.

2. Note that Cyclone Gabrielle has demonstrated the weaknesses of
New Zealand’s broader critical infrastructure system to natural hazards,
with power, communications, transport, and payments systems all
experiencing significant outages.

3. Note, in light of recent widespread critical infrastructure failures, that
Officials from a range of agencies, including the National Cyber Securi
Centre, recommend progressing measures to enhance critical
infrastructure resilience through a single Bill.

5. EITHER (RECOMMENDED)

5.1. Agree, subject to any required changes,
Cabinet Paper (Attachment A) seeki
on infrastructure resilience asa s
document and summary discussi
(Attachments B and C) for Mini

elease a discussion
the need for reform

anges, to circulate the attached
per (Attachment E) seeking approval to

alternative draft Cabinet |
continue to priofitise we
document and summary discussion document on the need for reform

Agree that officials brief relevant members of all political parties on the
need for reform ahead of the proposed discussion document being
released.

9. Agree, if you wish to further expedite this work by consulting on options
for reform during the pre-election period, to seek cross-party support to
do so.

YES / NO

YES / NO

YES / NO

YES / NO

YES / NO




10. Agree to proactively release this report, subject to withholding any

YES / NO

information justified under the Official Information Act 1982.

Tony Lynch
Deputy Chief Executive
National Security Group

Rt Hon Chris Hipkins

Prime Minister and Minister for Nahonal
Security and Intelligence '

01/03/2023

......... fovocond i,

Hon Grant Robertson
Minister for Cyclone Recovery

‘| Hon Dr Megan Woods
| Minister for Infrastructure

......... Looind .

S [

Hon Andrew thtt
Mlmste:r Responmble for the GCSB

Hon Ginny Andersen

Minister for the Digital Economy and
Communications

......... Locovood oo




Background

Background and context

1. Critical infrastructures provide the goods and services we rely on to live fulfilling lives. Their
loss, damage, disruption, or immobilisation severely prejudices the provision of essential
services, pose risks to national security, and can undermine public safety and/or the
maintenance of law and order.

2. In September 2022, as part of its response to Rautaki Hanganga o Aotearoa, New Zealand
first Infrastructure Strategy, the Government announced that in the first half of 2023 it w
commence consultation on whether New Zealand’s regulatory approach to delivering
resilient critical infrastructure was fit for purpose.

3. This work has the goal of enhancing critical infrastructure resilience against all ha
threats. This is intended to:

- enhance wellbeing, by reducing the number and consequences of infra
(including loss of lives and livelihoods),

- support economic growth, by providing people with confidence
knowing that critical services and systems will remain availe

~ save public (and the broader economy) money, given

i. the government's significant and growing exp

ii. economic analysis indicates that investing'i ahead of an event is cheaper
than funding recovery after one.

initiatives, mcludmg minimum cyber securi dards and mandatory reporting of cyber
incidents, through standalone legisla MIN-0063 refers]. This reflected Cabinet’s
view of the need to address cyber sec gently than other threats, and improve
cover from, and prevent cyber incidents.

20 February 2023 th
critical infrastructur

inister expressed concern that finalising work to enhance
e'in 2025 was not fast enough.

des a draft Cabinet paper (Attachment A) for Ministerial consultation seeking:

approval of this approach; and

the release of a discussion document and summary discussion document focussed
on the limitations of our current regulatory settings for stakeholder feedback
(Attachment B and C, respectively).

7. The discussion documents referred to above would need to be released in April to meet
Cabinet’s agreed timelines, irrespective of whether Ministers elect to proceed with two bills
or one. However, if Ministers prefer to continue to progress this work through two Bills,
Attachment E details how this could best be achieved, with Attachment F providing an
alternative Cabinet paper for Ministerial consultation that would deliver on this approach.



Cyclone Gabrielle has demonstrated the need to prioritise and accelerate
work on infrastructure resilience to natural hazards

Recent infrastructure failures highlight the importance of building resilience to address
non cyber risks

8. Poor weather throughout summer 2022/23 in Northland and the Bay of Plenty, Auckland'’s
January storms and flooding, February's Cyclone Gabrielle, and flooding across Nelson,
Tasman and Marlborough in 2022 have demonstrated how fragile New Zealand’s ontlcal
infrastructure system is. This includes: :

- significant communications failures, complicating search and rescue and the ,
coordination of emergency response as well as inhibiting citizens’ abilities to access
emergency information, contact family and friends, and conduct essential business:

- the closure of Auckland International Airport due to flooding and pre-emptiVﬁ*olosu’r'e of a
range of ports (with implications for the supply of essential goods, incl&ding foad);

- loss of power supply to hundreds of thousands of people across. Hawke s Bay and
Gisborne; y ,

- outages to payments systems in Northland, following the ,severfﬂg of an internet cable,
leaving citizens unable to buy groceries and other essenﬁal goods; and

- the collapse and significant deterioration of many regronai y and nationally significant
transport links, including State Highway 1. -

9. These events highlight New Zealand's significant exposure to extreme weather events, as
well as how underprepared our infrastructure system is o manage and respond to an
increasingly complex and compoundmg set of challenges (climate change chief among
them). In this context, it is increasingly clear that cyber risks — while essential for us to
manage - are but one of many significant risks to infrastructure resilience, and we must
urgently move to enhance mfrastructure reslhence against all of them.

Progressing a single Bill to manage all rlsks to lnfrastructure resilience will have several
benefits... .

10. Given this changed context, we recommend that Ministers seek Cabinet approval to
combine all measures to enhance infrastructure resilience into a single Bill to be delivered in
late-2024 (as per the project timeline at Table 1). This is on a similar but slightly longer
timeline to the proposed standalone Cyber Resilience Bill, due to the additional work
required to address all hazards and threats (relative to only focussing on cyber resilience).

11. Proceeding with a smgle legislative programme is strongly supported by government
agencies. In addttion to better managing both natural hazard and cyber risks to
mfrastructure resmence (among other threats) as quickly as possible, it would:

- build on proposed reforms to the emergency management system (which will go some
- waytosetting new resilience requirements for critical infrastructures);

5 - “oomplement, through the establishment of robust and enforceable minimum standards
for all critical infrastructures:

I immediate efforts to build damaged critical infrastructure back better (in some cases
using public funds) by best ensuring that those assets are long lived; and

ii. amendments to the resource management regime (which will better ensure that new
critical infrastructures are not constructed in hazard-exposed areas);

- reduce legislative and engagement complexity (and the risk of errors and stakeholder
opposition), simplifying the process for the largely identical group of industry and
community stakeholders that will be central to the design of cyber and broader risk
mitigations;



- make better use of agency and drafting resources, recognising that that the legislative
measures required to enhance cyber resilience would be very similar to those required
to lift broader resilience (for example, powers to prescribe specific resilience standards);

- provide a legislative mechanism to deliver on some commitments under the National
Adaptation Plan (particularly action 5.8, developing a resilience standard); and

- free up additional drafting, Select Committee, and Parliamentary time through 2024 and
2025 for the Government to progress work on other legislative priorities.

Table 1: Timeline for delivering legislation to enhance infrastructure resilience

Prospective Date Milestone

April — May 2023 Consultation on Discussion Document on need for reform

s9@)(f)(i

e are still constraints on how quickly legislative reform can be

We thderstand — and share — Ministers’ desire to act urgently to remediate the regulatory
gaps made evident by the recent extreme weather events.

3. Nevertheless, there are several constraints and risks that we consider would make it difficult
to deliver comprehensive legislation prior to November 2024.

- The need for broad-based community and industry support: Domestic and
international experience consistently reinforces the importance of securing broad
community and industry support for the long-term success of prospective legislation.
This is because local communities, industry and government ultimately need to partner
in the delivery of resilient critical infrastructure — with cross-party support on the need for
and objectives of reform critical to achieving this.

9



- General Election conventions: Ordinarily the Government would not release any
significant policy proposals (in this case, options for regulatory reform) in the three
months before the General Election (that is, from July 2023). Given the complexity of this
work — and economy-wide consequences of any errors —we do not consider it would be
feasible to consult on well-developed options for reform by June 2023.

- Delays in Government formation: The delivery of a Bill early in 2024 is contingent ,
upon a Government being able to form — and Ministers being confirmed — soon after the
October 2023 General Election.

 s6(a)

14. There are, however, options available to overcome some of these constramts Tcx support
this work being delivered as quickly as possible, we seek your aqreement to:

- build additional broad-based community support through.. ofﬂcla!s engaging with
other political parties on this work ahead of the proposed dISCU&SIOﬂ document’s release;

- accelerate this work while complying with general electmn conventlons by
seeking cross-party agreement to consult on optiens for reform during the pre-election
period. This would bring delivery of the reform forward by atleast four months (to around
July 2024 rather than November 2024); and .

- address resourcing gaps by working with Treasury to increase the $3.2 million Budget
bid lodged on behalf of the Minister for National Security and Intelligence to support this
work (building on NSG’s efforts to establlsh a cross-agency project team, drawing on
existing resources across government)

Consultation will be critical to the Gavernment S g‘uccess.

15. To further maximise the possibility”:of,bmad community support, we propose a two-stage
consultation process to progress this:work. These stages are:

- Stage one: Consultatlon on the need for reform and potential options that government
should consider to address current shortcomings. This is to commence in April 2023.

~ Stage two: Constiltation-on specific reform options to enhance the resilience of critical
infrastructures. This would be intended for release after the 2023 General Election
(unless there is cross-party agreement to this work being released during the pre-
election penod)

16. While this approach is relatively time-consuming, we consider it essential to ensuring that
even 1f this work is delivered at pace, it will be seen as credible and enduring. This reflects
that any.reforms will be complex and costly, for:

- 'cntlcal infrastructure owners and operators, in terms of direct investments and any
additional compliance costs; and

— consumers that will ultimately pay for investments to enhance resilience (at least in part)
through higher bills and/or rates. (This has been a sticking point for investments in
resilience in the past, with many examples of industry attempting to invest to enhance
resilience but consumers being unwilling to pay for it).

17. Taking the time to consult widely with all New Zealanders, will allow us to:

- clearly articulate that while investments in resilience will be more visible to
New Zealanders through their bills, these costs will ultimately be lower than the cost to
society of frequent outages, service restoration, and infrastructure rebuilds;

10




- develop options that are tailored to New Zealand’s economic and geographic realities
and regulatory landscape, rather than simply duplicating models adopted overseas; and

- save time at the end of the process, learning from Australia’s recent experience which
was seen as insufficiently consultative and led to significant delays during the
Parliamentary process.

18. This approach, as distinct from moving rapidly to consult on options, also recognises that:

- critical infrastructure entities, lifeline groups, and iwi (among others) that we will need to
consult, and government agencies that would need to input into option design, are
actively supporting immediate recovery efforts. It would be inappropriate to distract the
from this work given their limited resources; and

- iwi have significant interests in the critical infrastructure sector, but also limi
bandwidth to engage intensively at this time given the scale of the Governm
agenda. A more considered process therefore offers the Government the:
opportunity to deliver on its obligations as Treaty partner.

Meeting these ambitious timelines requires public consultation on the-.
commence as soon as poss:ble

on document (Attachment B; written
ument (Attachment C; written for a lay

20. Consistent with this, we have prepared a draft disc
for a technical audience) and summary discussion
audience) for release. These documents outline the:

- work programme’s objective and

- four megatrends that require N

- shortfalls in New
our inability to

Id be supplemented by open-invite town-hall style sessions with
such as local government and cyber security experts) in Wellington,

¢

consultation period is shorter than best practice, a longer period would
lllty to deliver legislation to enhance resilience in 2024 at risk.

11



Next steps

23. To ensure that legislation can be introduced to the House in 2024 — and we can
meaningfully engage with stakeholders on this topic — the proposed approach to the project
and discussion document need to be considered at DEV on 5 April 2023.

24. The key milestones to meet this deadline are detailed below.

Milestone Due date

Ministers provide decisions and feedback on this report 7 March 2023

Ministerial consultation on draft Cabinet paper and discussion document | 15 March — 29 March 2023

Lodgement of Cabinet paper and discussion document 30 March 2023
Consideration of Cabinet paper by DEV 5 April 2023
Consideration of Cabinet paper by Cabinet 11 April 2023
Release of discussion document 12 April 2323

25. During the Ministerial consultation period, officials will continue to make minor editorial and
graphical changes to the proposed discussion documents. The final versions of these
documents will be provided to your offices ahead of lodgement fa{ C&%}met

26. Subject to your decisions, we will provide additional adwce as sagn as pOSSIbIe with:
- talking points to support you at Cabinet; o T e
- apress release to announce the commenceméht of’:’(':bnsﬁfféﬁ(jn'
- potential meetings with other parties on the need for and potentxal pace of reform; and

- information on any interactions between this work pmgramme and broader work being
undertaken in support of Cyclone recovery *

~ enhance critical infrastructure resilience,
eflect the reasons for prioritising cyber
stones set out in paragraph 24 but circulate the

ial consultation.

27. If you elect to proceed with deve!opmg‘

we will update the consultation ma
resilience. We will work to the sa
Cabinet paper in Attachment E fi

1Aﬁachments* _ = ityclassxf‘catmnj

v » and recummended smle Bill Q_Q’ rch to
:,_ranhanqmg mfrastru ure tesme : e,(RECOMMENDED) -

Attachment A:

" IN-CONFIDENCE

Attachment B; * Draft Discussion Document IN-CONFIDENCE
Summary Discussion Document IN-CONFIDENCE

vant to dellvenng on Cabmet‘s prev:ously aqreed two Bt“ ap roach fo
 enhancing mﬁastructure resilience (NOT RECOMMENDED)

Proposed approach to delivering on two Bill approach

IN-CONFIDENCE

Alternative draft Cabinet paper IN-CONFIDENCE

12



Attachment A: Draft Cabinet Paper (RECOMMENDED)

Briefing: Enhancing critical infrastructure resilience - Release of Discussion DPMC-2022/23-753
Document

DPMC: 4696019 1




Attachment B: Draft Discussion Document (RECOMMENDED)

Briefing: Enhancing critical infrastructure resilience - Release of Discussion DPMC-2022/23-753
Document ,

DPMC: 4696019 1




Attachment C: Draft Summary Discussion Document
(RECOMMENDED)

Briefing: Enhancing critical infrastructure resilience - Release of Discussion DPMC-2022/23-753
Document

DPMC: 4696019 1




Attachment D: Proposed programme to deliver on agreed
two Bill approach to enhance infrastructure resilience

1. This attachment proposes an approach to delivering on Cabinet’s decisions to develop two
Bills (one on cyber resilience in 2024, and one on broader resilience in 2025) to collectively
improve the regulatory approach to delivering resilient critical infrastructure.

2. As noted in the body of the report, this is not recommended. Cyclone Gabrielle has clearly
demonstrated that New Zealand's critical infrastructure resilience is highly vulnerable to
natural hazards and working to manage these vulnerabilities as quickly as cyber (and cxther
vulnerabilities) is in the interests of all New Zealanders.

We propose three phases of public consultation to best ensure coherent reform..

3. If Ministers do wish to proceed with the development of two Bills focussed on mfrastmsture
resilience, we judge that a three-phase approach to public consultation would meet
Cabinet’s timetable for introducing a standalone cyber resilience Bill, Wht!e enabling
sufficient public feedback and buy-in. , ~

4. This approach would allow the public to provide feedback across the pf}iicy process while
presenting a consistent narrative on how the related reforms-to enhance critical
infrastructure resilience' build to a coherent whole. i

5. Table 2 contains a detailed project plan for your lnformatton In general terms, the three
phases of public consultation would be:

- Phase one: As recommended under the single Bm approach, consultation on the
shortcomings of our current regulatory approach to delivering critical infrastructure
resilience (covering cyber threats and aroader hazards), with the goal of building
understanding of the need for govemmen% tervention to boost resilience.

- Phase two: Consultation on specxff; reform optlons to enhance the cyber resilience of
critical infrastructures. This would be released in June 2023, to ensure that advice on
final policy decisions can be ‘Eaken immediately after the General Election, allowing a Bill
to be drafted for lntroducfinn in mid-2024.

NB: This Woufd' requnfe consultation fo close after the commencement of the pre-
election parmd

-  Phase thme ansultatlon on broader options to enhance critical infrastructure
resilience agamst all hazards and threats. This would be released in 2024 following
Cabinet taking final decisions on measures to enhance cyber resilience, with the goal of
lntrod* ng-a Bill on broader infrastructure resilience in 2025.

6. T‘hts aﬁpreach to consultation has been designed to manage the various path dependencies
- " between the separate, but related legislative programmes. We consider that it would enable
y the optimal delivery of the two Bills because it:

- recognises that the fundamental drivers behind the poor cyber and broader resilience of
New Zealand’s critical infrastructures are the same for both cyber risks and other

! That is, the recently tabled Emergency Management Bill (which will extend resilience requirements to a range of new critical
infrastructures) as well as the proposed Bills to enhance infrastructures’ cyber and broader resilience discussed in this Report.

Briefing: Enhancing critical infrastructure resilience - Release of Discussion DPMC-2022/23.753
Document ,

DPMC: 4696019 1




hazards (for example, limited market incentives to invest in resilience to a ‘socially
optimal’ level),

- ensures that work to enhance cyber and broader critical infrastructure resilience are
publicly understood as two parts of a coherent whole, and that recommended policy
options across both programmes complement each other and are informed by
stakeholder feedback, and

- does not slow the delivery of measures to enhance cyber resilience (reflecting that it was
not possible to deliver Cabinet a consultation document with well-considered options for
cyber resilience reforms prior to April 2023).

7. If this option is preferred, a draft Cabinet paper for Ministerial consultation settin
programme out and seeking agreement to commence of the first phase of consultati
available at Attachment F.

Table 2: Detailed project plan and key milestones for delivery of infrast
through two Bills (cyber milestones in blue, broader resilience milesto

Prospective Date Milestone

April 2023 Cabinet consideration and release of Pha ion Document (need for
regulatory reform)

Briefing: Enhancing critical infrastructure resilience - Release of Discussion DPMC-2022/23-753
Document

DPMC: 4696019 2




Prospective Date

Milestone

s9E2)KRv)

Document

Briefing: Enhancing critical infrastructure resilience - Release of Discussion

PPMC-2022/23-753

DPMC: 4696019




Attachment E: Alternative Draft Cabinet Paper

Briefing: Enhancing critical infrastructure resilience - Release of Discussion DPMC-2022/23-753
Document

DPMC: 4696019 1




Office of the Minister of National Security and Intelligence

Cabinet External Relations and Security Committee

Acting urgently to strengthen the resilience of New Zealand’s
critical infrastructure system — Release of Discussion Document

Proposal
| This paper secks agreement to:
1.1 progress, as a high priority, work on a single comprehensive'ly:egiksiati,\‘/e

package to enhance the resilience of New Zealand’s critical infrastructure to
all hazards and threats — including natural hazards — to be m’uoduced in
early-2025; and ~

1.2 release the attached discussion document titled “Streligthening the Resilience
of New Zealand’s Critical Infrastructure System’” (‘Discussion Document”).

Relation to government priorities

2 Resilient infrastructure is essential to ensure we are better prepared to protect our
communities and withstand more extreme weather in the future. This is fundamental
to the wellbeing of our people; and shaping New Zealand’s economy to be more
productive, more sustainable, and more eqmtabl

3 Regulatory reform to enhance cntu:al infrastructure resilience, as proposed in this
paper, will deliver on our commitments in the Infrastructure Action Plan, as part of
our response to Rautakl Hanganga o Aotearoa, New Zealand’s Infrastructure Strategy.

4 It would also complement the Government’s commitment to improve the resilience of
New Zealand’s critical infrastructure, which features as one of the four key themes of
Budget 2023. This includes funding of $6 billion for a new National Resilience Plan
to build-back better from Cyclone Gabrielle and support necessary investments to
future pmat our road, rail, telecommunications, and electricity networks.

Executlve Summary

& Cmttcal infrastructures — like electricity, water, transport, and telecommunications
- networks — underpin almost all of New Zealand’s economic activity and are essential
to New Zealanders’ daily life, health, security and wellbeing.

6 In September 2022, the Government agreed to commence public consultation in the
first half of 2023 on the adequacy of New Zealand’s current regulatory approach to
delivering resilient critical infrastructure. In December 2022, Cabinet agreed to
develop standalone legislation on cyber resilience for critical infrastructure for
introduction in 2024. This reflected our view at that time that protecting critical
infrastructure against cyber threats should be prioritised ahead of broader resilience,
which would be legislated for in a subsequent Bill.

Bk e s T
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7 However, severe weather events over the summer, including storms in Auckland and
Cyclone Gabrielle, highlighted our significant exposure to extreme weather events, as
well as how underprepared our infrastructure system is to manage and respond to
them. In this context, I consider that we must act now to strengthen our critical
infrastructure system’s resilience against all hazards and threats, as a high priority.

8 [ therefore seek Cabinet’s agreement to take forward this work through a single,
comprehensive piece of legislation to be introduced in 2025.

9 I also seek agreement to release the attached Discussion Document and Summar
Document (Attachments A and B, respectively) to commence the first phase of
consultation. These documents outline the four megatrends already placing.otn

Background

10 In September 2022, as part of its response to Te Waihan
the Government announced that in the first half of 2
consultation on whether regulatory reforms are
challenges to critical infrastructure resili

10.1  climate change
102 deteriorating geopolitical and n
10.3

10.4

t the urgent need for critical infrastructures to better
t agreed to fast-track the delivery of cyber resilience

11

measures,
refers]. St
introd

it they collectively constitute — to absorb a shock, recover from disruptions, adapt
‘changing conditions, and retain essentially the same function as before (even if delivered
in a different way, or from a new location).

Resilience is not just the physical resilience of the asset - it requires organisations to have
the right leadership and culture, networks and relationships, and organisational
preparedness and processes in place before an event, so that they can recover and thrive
afterwards. Resilience therefore includes ‘building back better’ from disasters.
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Cyclone Gabrielle has demonstrated that New Zealand’s critical infrastructure
system is not meeting community expectations

12

13

14

15

16

17

The fragility of New Zealand’s critical infrastructure system was evidenced by the
January storms and flooding in Auckland and Northland, followed weeks later by
Cyclone Gabrielle. Disruption to critical infrastructures was widespread and
prolonged, affecting the lives and livelihoods of New Zealanders across the North
Island. Infrastructure failures included significant communications, power, and
payment system outages; the closure of Auckland International Airport; and collapse :
of many regionally and nationally significant transport links.

These events highlighted New Zealand’s significant exposure to extreme weather, as
well as how underprepared our infrastructure system is to manage and respond to
them. They have also fuelled significant public calls for additional govermnment
intervention to enhance infrastructure resilience (particularly given that elimate
change will only increase the frequency, intensity, and consequences of such storms).

While the Government’s December 2022 decision was prudent with the information
then available, I consider that recent infrastructure failures have illustrated that there
is a more urgent need to address other pressing risks to Iesﬂlence including climate
change and natural hazards, than we had assumed la%t yecu

I therefore seek Cabinet agreement to take 'forward'aﬂ previously commissioned work
on critical infrastructure resilience through a single, comprehensive piece of
legislation to be introduced in early-2025 (that is,a Bill that will cover both cyber and
broader resilience to manage all hazards and threats).

[ consider that prioritising work on resilience against all hazards and threats for
introduction in early-2025 wou[d most effectively safeguard the investments that the
Government and private sector will inject to building back better as part of the
immediate recovery. Regulatary reform will best ensure that critical infrastructure
owners and operators ate subject to regulatory obligations, such as robust minimum
standards, that leave us better prepared for future severe weather and national secur ity
events.

This apﬂprc&ach WIH also
17.1  reduce legislative and engagement complexity (including the risk of errors and

. ;yflkfstake holder opposition), with government only having to design and
- communicate the need for a single reform; and

172 free additional drafting, Select Committee, and Parliamentary time through

2024 and 2025 for the government to progress work on other priorities.

The Emergency Management Bill will go some way to enhancing critical
~ infrastructure resilience

18

The Emergency Management Bill that will be introduced into the House in early-June
proposes to define ‘critical infrastructure’ as assets, systems, networks, and services
that are necessary for the provision of public services and are essential to public
safety, national security, economic security, or the functioning and stability of New
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Zealand (LEG-22-MIN-0239 refers).' It provides for the Minister to recognise an
entity as a critical infrastructure entity or a sector, or group of entities, as a critical
infrastructure sector.

19 A wide variety of entities across New Zealand’s economy and communities likely
satisfy these requirements, including, but not limited to: energy, telecommunications,
water services (for fresh, waste and storm water), government services (including
emergency management, defence, intelligence, and government data), food and
grocery providers, financial services and payments, cloud service and data storage
providers, transport, and the health system. ’

20 The Bill will improve the resilience of New Zealand’s infrastructure and
infrastructure services before, during, and after an emergency by—

20.1  clarifying the roles and responsibilities of critical infrastruc

requirement to be resilient

20.2  requiring critical infrastructure entities to proacti

and planning

20.3  requiring critical infrastructure entiti
emergency levels of service

20.4

While the changes pr d in the Emergency Management Bill are important, the
her. Government action to enhance infrastructure resilience was

22
m climate change; heightened threats to our national security; economic
tion (which is making it harder and more expensive to secure critical goods
rvices); and technological change (which, while enhancing efficiency is also
ling new vulnerabilities — including to cyber attacks).

Managing these kinds of complex and intersecting challenges requires shifting our
focus away from regulating individual critical infrastructure sectors in isolation, to
instead regulating all critical infrastructures as a deeply interconnected system. Such
an approach, which would be consistent with global best practice, will support

"' The current legislation (the Civil Defence Emergency Management Act 2002) currently applies resilience
requirements to a subset of critical infrastructure entities refetred to as ‘lifeline utilities’. This includes entities
involved in electricity generation and distribution, telecommunications network providers, water services
providers, and the largest ports and airports.

D s - 3 o 2 o
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wellbeing, underpin economic growth, and reduce fiscal pressures on the government
associated with recovery from natural and other disasters.

24 Officials have identified four substantive changes required to deliver such a systems-
based regulatory framework:

24.1

24.2

24.3

24.4

information-sharing on hazards and threats, vulnerabilities and mitigations,
and ownership and control to enable critical infrastructure entities to maximise -
the amount of resilience gained for each dollar invested ‘

robust, clear and enforceable minimum standards, to:

24.2.1 ensure that critical infrastructure owners and operators are prepared
to manage different types of disruption irrespective of whether they
relate to extreme weather events, cyber attacks, offShore conflicts
that disrupt supply chains or other causes, and_

24.2.2 reduce the risk of some owners and operators underinvesting and
undercutting more resilient entities to the detriment of all New
Zealanders and the robustness of the overall eritical infrastructure
system ° |

new government powers, to directly-intervene-in critical infrastructure entities
to manage particularly significant natienal security events

clear Ministerial and agency accountabilities for the resilience of the critical
infrastructure system. Currently no agency or Minister has policy or regulatory
responsibilities for the entire system, which has curtailed previous efforts to
advance this essential work. |

A systems-based regulatorty,ébproécy:h will complement a range of other
Government priorities L

25 A new systerﬁsaﬁased:regulatory approach (particularly the introduction of minimum
standards) requiring critical infrastructures to enhance their resilience against all
hazards and threats will:

25.1

253

deliver on our commitments in the Infrastructure Action Plan to ensure that

~ - our infrastructure system is resilient in the face of climate change, natural
~disasters, and increasing extreme weather events;

reinforce our immediate efforts in Budget 2023 to build critical infrastructure
back better (in some cases using public funds) by best ensuring that those
assets are long lived; and

complement amendments to the resource management regime (which will
better ensure that new critical infrastructures are not constructed in hazard-
exposed areas).

26 This regulatory reform will also provide a legislative mechanism to deliver on our
commitments under the National Adaptation Plan to:
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26.1  design and implement a resilience standard or code for infrastructure;

26.2  develop tools and guidance that will support infrastructure owners and
operators to undertake risk assessments; and

263  establish a model to assess infrastructure criticality and understand
vulnerability.

Consultation and community partnership are essential to this work succeeding

27 As Cabinet previously discussed, the cost and complexity of any regulatory refo;
relation to critical infrastructure requires extensive business and communi
consultation to build social license for successful intervention.

28 To best balance these competing tensions while having legislation t
introduction in early-2025, I propose to take this work forward thro
public consultation:

wo phases of

surrent regulatory

28.1  Phase one: consultation on the limits of New Zeal ]
d for reform.

approach to critical infrastructure resilience
Consistent with Cabinet’s commitments;-thi

28.2

29 al to obtaining the cross-community buy-in
seen as credible and enduring. Without

eform, there is a significant risk of

required for any new regulatory
adequate consultation and social

30 Further, give th
supporting re
critical inft

and managing the immediate rebuild.
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Release of the Phase One discussion document: a frank conversation with the
public about changing threats

31 Enhancing the resilience of New Zealand’s critical infrastructures will i mpose
significant costs on industry and the broader public.

32 It 1s therefore critical that the Government clearly and frankly articulate the objectives
and principles underpinning the need for reform. This, and using early community
feedback to informn the design of policy options, should elicit instrctive teedback on
the options themselves when they are presented to the public.

33 The attached Discussion Document (Attachment A) therefore articulates:

33.1  the work programme’s objective (o protect wellbeing, and supporf
sustainable and inclusive economic growth) '

332 the principles for reform, including that any 1esponse wﬂf be consistent with
the principles of the Treaty of Waitangi ,

333  the need for reform (as set out in paragraphs 22-24 ébave)

34 To complement this Discussion Document, and best énsme that this material is
accessible to all members of our community, oftw}als have also prepared a Summary
Discussion Document (Attachment B). :

I seek Cabinet’s approval to release the Phase One Discussion Document and

35
Summary Document for publie ,(;Qxxsulta'tion.
Next Steps

36 If endorsed for release, there 11l E&e around eight weeks for consultation on the first
Discussion Document. This will be largely through written submissions, with officials
also plaumng to h&ld town hall sessions and hui in person and online.

37 A tmlehame wxfh key milestones for this work programme is set out below.

f:ﬁ‘lllestone

Prospective D,ate’v :

June — August 20; Consultation on Discussion Document on need for reform
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Prospective Date Milestone
s8(Z)n(

Financial Implications

38 While this paper has no direct fiscal implications — as Cabin

38.2  complying with any new regulator;
owned assets (for example, as coul
defined as critical infrastructure).

ain defence assets were

39 The scale of any costs and affected.agencies will be dependent on the changes that are
agreed to by Cabinet. This wil e both implementation costs (if agency
responsibilities shift or expand) | increase in the amount required to
regulate the critical infrastrg

40 Greater detail re ald
advice when po !

inancial implications will be provided in further
s are sought from Cabinet.

Legislative Impli

Regulatory Impact Assessment

43 A regulatory impact assessment is not required at this stage. The Discussion
Document incorporates elements of the regulatory impact assessment and an inferim
quality assurance panel have met to review this document. A full assessment will be
prepared when policy decisions are sought.
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Population Implications
44 This paper has no significant population implications.

45 Some policy options could have implications for the cost of accessing critical
infrastructure services, which may disproportionately affect some population groups
(such as Maori, recognising that this group tend to earn lower incomes and that the
cost of essential, such as electricity or communications, make up a larger share of
their household expenditure). This will be considered as part of any subsequent advice .
on options. ,

Human Rights
46 This paper has no human rights implications.
Consultation

47 The National Security Group in the Department of the Prime Minister and Cabinet
prepared this Cabinet paper and the attached Discussion Document: There was
widespread support for these proposals from all agencies consulted, including:
Ministry of Foreign Affairs and Trade, Treasury, Ministry of Business, Innovation
and Employment, Ministry of Transport, Department of Internal Affairs, Ministry for
the Environment, Te Waihanga, Ministry éf,Defenca, New Zealand Defence Force,
New Zealand Security Intelligence Service, Government Communications Security
Bureau, Commerce Commission, Electricity Authority, Reserve Bank of New
Zealand, National Emergency Management Agency, and Land Information New
Zealand.

48 The Policy Advisory GIOUp i fhe Depal tment of the Prime Minister and Cabinet
were informed.

Communications

49 The DNCUSSlon Document will be made available on the Department of the Prime
Minister and-Cabinet’s website. [ also intend to issue a press release to accompany the
release of these documents to emphasise the Government’s focus on critical
mhasmucture lesxhence following Cyclone Gabrielle.

50 A progra 1me of stakeholder engagement is planned to follow the release of the
“Discussion Document, including open access town-hall style meetings with industry
experts and interested individuals in Wellington, Auckland and Christchurch. This
will supplement written submissions, and best ensure we hear from all relevant
- groups, including: critical infrastructure owners and operators, industry associations,
~ local government, lifeline councils and regional lifeline groups, sectoral regulators.

- 51 We will also seek early engagement with Maori and iwi, including through meeting
/ with key Maori leaders who are well connected to their communities, and well placed
to comment on the implications of this work for the wellbeing of those communities.
This initial engagement will provide a platform for ongoing engagement on critical
infrastructure resilience, consistent with our Te Tiriti o Waitangi obligations.
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52 The topic being consulted on is likely to be of interest to disabled people who
experience or feel disproportionate risk when natural disasters occur, and
infrastructure fails. For this reason, the consultation process will need to be
accessible to disabled people — the Discussion Document Summary will be published
in an accessible format for the visually impaired, and officials will reach out to
relevant peak bodies to best ensure that these communities are able to fully contribute .
to the national discussion on this topic. An analysis of the human rights impacts on
populations, such as disabled people, will be provided as part of the regulatory impac
assessment.

53 The Discussion Document identifies a range of limitations with New Zealand’s
current regulatory settings for critical infrastructure resilience and clearly si
potential introduction of additional regulatory requirements to remediate t
shortcomings. This will attract significant domestic interest, particular
stakeholders, who will be concerned about the cost implications of a

ted

54 The Discussion Document will also likely attract international . This will
include interest from overseas governments, from critical nfr: entities that
operate internationally, and from investors and investn inds with significant
equity interests in our critical infrastructure system.

Proactive Release

55 Consistent with Cabinet Office circular CO(18
paper and the Discussion Document online within:30 business days of Cabinet
making the decisions required by this paper, subject to redactions as appropriate under
the Official Information Act 1

Recommendations

The Minister for National Securi elligence recommends that the Committee:

light of the broader vulnerabilities in New Zealand’s critical infrastructure
exposed by Cyclone Gabrielle, to progress, as a high priority, the development
ngle comprehensive piece of legislation to enhance critical infrastructure
resilience against all hazards and threats for planned introduction in 2024.

Agree that the Minister for National Security and Intelligence release the attached
Discussion Document and Summary Discussion Document to the public.

5 Authorise the Minister for National Security and Intelligence to approve minor
amendments and refinements to the Discussion Document and Summary Discussion
Document prior to public release.

10
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6 Note that the public consultation period is intended to commence from early June
2023 and conclude in early August 2023, with officials to undertake a range of public
meetings over this period.

7 Note that feedback on this Discussion Document will inform the development of
options to enhance critical infrastructure resilience, ahead of final advice being
provided to Cabinet in 2024,

8 Note that there will likely be financial and legislative implications associated w1th dny‘:
policy changes arising from this further policy advice to Cabinet.

Authorised for lodgement
Rt Hon Chris Hipkins

Minister for National Security and Intelligence

11
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Attachment A: Draft Phase One Discussion Document
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Attachment B: Draft Phase One Summary Discussion Document
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- Te Kawanatanga o Aotearoa June 2023
7 New Zealand Government

| Strengthenmg the resnhence
of Aotearoa New Zealand’s
crltlcal mfrastructure system

Summary discussion document
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Ministerial foreword

New Zealanders are all too familiar with critical infrastructure

failures. We have a complicated geography and face high
earthquake, volcanic and tsunami risks. For our society to
continue functioning in the face of natural hazards and other

threats, we need to adapt our regulatory settings to enhance

' % critical infrastructure resilience.

Often unseen when working well, we rely on critical
infrastructures like power, telecommunications,
transport, water services, and the financial sector
every day. They underpin our health, prosperity,
and ability to live fulfilling lives.

Unfortunately, the risks facing our critical
infrastructures are changing and increasing.

We live in a more complex national security
environment. Climate change is increasing the
frequency and impact of severe weather events.
Cyber attacks threaten - and do - disrupt the
delivery of critical services. Meanwhile, COVID-19 &
exposed underlying fragilities in the econgpiic ‘
structures we rely on. Ongoing supply cha}:ih g
disruptions are a daily reminder of this, .

New technologies are also deepening the connections
between critical infrastructtres, making them more
reliant on one another biitalso more vulnerable.

In this changed envirdhment;weakness inany of our
critical infrastrugtimes can manifest as weakness in all
of our critical infrastructures.

Aotearda New Zealand’s success in the 21 century
willdepend on our ability to withstand, respond to,
arid,rec'ovyer from complex and cascading

; ﬁinfréstrjucture failures.

Rt Hon Chris Hipkins

This discussion document bui{gis onRautaki
Hanganga o Aotearoa, New Zealand’s first
Infrastructure Strategy, produced by Te Waihanga -
New Zealand’s Infrastructidre Commission.

In the wake of the devastation wrought by Cyclone
Gabrielle, we are seeking your views on the need -
and potential meghanisms - to improve our
approach toinfrastructure resilience.

This reepgnises that our communities, businesses,

_ and institutions rely on one another for success - and
" that we have a shared interest in the strength of the

ctitical infrastructure ecosystem that underpins this.

This will require transformational change and affect
all of us. So, itis important that our choices are
informed by a wide range of perspectives and
designed in partnership with all New Zealanders.

I encourage you to provide your views on the ideas
presented in this discussion document, We must
urgently work together to tackle the pressing
challenges of the 21 century.

Prime Minister and Minister for National Security and Intelligence

Strengthening the resilience of Aotearoa New Zealand’s critical infrastructure system



What is this consultation document about?

1. Critical infrastructures - like electricity grids, water systems and telecommunications networks -
underpin almost all of Aotearoa New Zealand’s economic activity and are essential to New Zealanders’
health and wellbeing.

2. This consultation document seeks your views on the need to reform New Zealand’s existing regulatory
approach to delivering a resilient critical infrastructure system, and the shortcomings that need to be
addressed to strengthen resilience.

3. In2019, the Government established Te Waihanga - the Infrastructure Commission - with tfieg
of lifting infrastructure planning and delivery to a more strategic level. This is intended to.im
New Zealand’s long-term economic performance and social wellbeing.

4. eriiment with an

5.
s able to prevent these shocks, the Strategy says
ke our infrastructure more resilient.
6.
7 onse to the Infrastructure Strategy, the New Zealand Government supported Te Waihanga’s

ntin full.?

1 See: https://strategy.tewaihanga.govt.nz/strategy.

2 See: https://www.treasury.govt.nz/publications/commissioned-report/government-response-rautaki-hanganga-o-
aotearoa-new-zealand-infrastructure-strategy.
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8. While our historic approach to infrastructure resilience has served New Zealand well, the infrastructure
system of today is markedly different to the systems of 30 years ago. Our expectations are different too,
as critical infrastructures continue to underpin the success of a growing share of our economy. We should
expect the next 30 years to see similar changes, with critical infrastructures becoming increasingly
complex and connected.

9.  Given these changes to the make-up and operation of our infrastructure system, and the challenges
that are increasing the system’s vulnerabilities, this consultation document seeks to;

a. raise awareness of the trends that are placing New Zealand’s critical infrastructure system’s

resilience under pressure

b.  startan open conversation with New Zealanders about what steps we should take to enhance
critical infrastructure resilience. '

10.  Feedback on this paper will inform subsequent consultation in early 2024, exploring in more detail
the options identified for enhancing infrastructure resilience to all hazards and threats.

11. Insome places, this document describes parts of New Zealand’s regulatory, environment and
requirements, to provide context and support you to provide your views: These are generalised
descriptions, and not intended to be relied on when determining your potential legal obligations.
For legal or other expert advice, you should contact asprofessional advigor.

12. Aglossary of terms used in this discussion document can be found at Appendix A.
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How can you contribute?

13. Consultation is open on critical infrastructure resilience from 13 June to 8 August 2023.

14, We want to hear views from individuals and organisations on the ideas in this document. This
discussion document is primarily aimed at critical infrastructure owners and operators, who would be
directly affected by regulatory reforms to enhance the resilience of critical infrastructure. In particular
Section 2 on how to address current barriers to resilience is designed to draw on the specialist views o
industry stakeholders. We also welcome input from individuals and communities, who of course
directly affected by the resilience of critical infrastructure. We are particularly interested to u de
how you expect the system to perform (see section 1, page 9 for further detail).

15. You can provide your feedback by:
a. attending a public meeting (with details available on DPMC’s website); a

b. completing a written submission online on DPMC’s website, by emajlin;
infrastructureresilience@dpmec.govt.nz, or posting it to:

National Security Group

Department of the Prime Minister and Cabinet
Level 8 Executive Wing, Parliament Buildings, W

16.

17.
provides a comple

edto help guide your feedback, but you should not feel restricted to
s or using this format.

18. The questions
answering these

19. Officialswiltanalyse all submissions that are received by the closing date and consider them in

oténtial options for reform to enhance the resilience of New Zealand’s infrastructure.

ind more information about the public meetings and this reform on the DPMC website at
ttps://consultation.dpmc.govt.nz/national-security-group/critical-infrastructure-phase-1-
consultation.

How your submission will be used and your rights

21. Submissions will be used for the purpose of helping us develop policy advice in relation to this reform.
All submissions are intended to be published in PDF format on the DPMC website. Additionally,
submissions provided to DPMC, whether published or not, may be required to be disclosed in response
to individuals’ requests under the Official Information Act 1982,
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22. Ifyour submission contains confidential information, or you do not want it published for any other
reason, please:

a.  indicate this on the front of the submission, and mark any confidential information clearly

b. if practicable, provide a separate version that excludes the relevant information, which officials
can then publish on the DPMC website,

23. lfyou are an individual, as opposed to an organisation, DPMC will consider removing your personal
details from the submission. If you have any objection to us publishing or releasing your personals
details, or any other information in your submission, please state that clearly in the cover letter or
email that goes with your submission, including the parts that you consider should be withheld and
your reasons for withholding the information. DPMC will take your objections into account and C‘ijnsult

relevant submitters when responding to requests under the Official Information Act. 2982,

24. You also have rights under the Privacy Act 2020 in relation to the way that DPMC (avhyd,‘othe;r government
agencies) can collect, use, and disclose information about you and individuals referred to in your
submission. In particular, you have the right to access personal inform'atioﬁ about you that DPMC
holds and to seek any corrections.
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Prelude: What principles would underpin any potential
reform and how would reform options be assessed?

,,“to piotect New Zealanders wellbemg and to create add;tional opportumties for econonuc gmwth

. Yhe sectton also descmbes the poi:cy pnnmpies that w; underpm any op‘aons that are deve oped - k
_ aswellas the cr ﬂ:ena for evaiuatmg them Cntena re{ate to- . . :

. effectweness' wm it enhance {eschence7
- ° cost, what direct and mdrrect costs Wtil op’aons ampose on the economy"’ -
. compiexxty. how does t e optmn unpact the regulatory system s complexxtw "

E Your feedback is smight on each of these matters. .

reside in, to participate in society and the economy with.con idetice'that their essential needs will be

met,

resilience of New Zealand’s critical infrastructure
s earthquakes and floods) and man-made (such

2. This work programme’s objective is ta.enl

system to all hazards and threats, both
as cyber security incidents and espiol

miThese include efficiency; affordability (given implications for equal access to
istainability; and high levels of competition between critical infrastructure entities.’

ommitted to working with critical infrastructure owners and operators and the general public to
identify and deliver the ‘socially optimal’ level of resilience.*

3 There are limited exceptions to this, such as in the telecommunications and energy sectors, where natural
monopolies are consequently subject to price regulation.

4 This is the level of resilience that it is rational to deliver when accounting for all the costs of infrastructure failure
{not just those borne by individual service providers) and the risks of those failures occurring.

amobhaming th K
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5. This level of resilience is not, and cannot be, a ‘point in time’ destination. Resilience is something that
must be continuously invested in to make constant improvements at the knowledge, asset, process,
organisational, and community level.

6.  Additional objectives for this work programme include:

a.  improving New Zealand’s regulatory approach to the critical infrastructure system so it is dynamic
and better able to adjust to technological and other developments that change what kind of
infrastructure is considered ‘critical’

b.  extending New Zealand’s regulatory approach to cover cyber risks and impose clear, consistent
standards to protect critical assets against risks to information and operational technotogy

¢.  enhancing alignment between other regulatory regimes relevant to critical infrastructﬁ‘re
resilience, including (but not limited to) resource management, emergency management
and climate change response '

d. improving awareness of the range of hazards and threats facing New Ze'a,la‘nd’s' infrastructure
system.

7. The specific objectives for this first discussion document are rét'ated bu't"‘fnarrower in scope:

a. toraise awareness of the trends that are placing Nevv Zealand s critical infrastructure system’s
resilience under pressure

b. tounderstand how critical infrastructure failures have affected New Zealand communities and
businesses

¢. tostartan open conversation with New Zealanders about what steps we should all take to support
resilience.

Principles underpinning this work programme
8. Throughout this wd‘rk,p‘rdgramme, the Government will be guided by the principles listed below.

a.  Anyreformwiltbe consistent with the principles of Te Tiriti o Waitangi and other domestic policy
obllgahon&

b. Anyé’res’p‘(‘ms}e’will apply to all critical infrastructures equally, irrespective of their ownership,
consistent with our international obligations, This reflects the fact that critical infrastructure faces

a rqnge BFhazards and threats, irrespective of an asset’s ownership.

o5 ','Crif:féal infrastructure owners and operators are best placed to understand and manage the risks
' facing their organisations, but government has a responsibility to partner with industry to:

i.  ensurethat owners and operators have a good understanding of the hazards and threats that
they face

ii.  supportowners and operators in making rational investments to enhance resilience
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iii. setminimum standards® in areas where market forces do not deliver the optimal level
of resilience.

d. Resilience should be enhanced at the least cost to businesses, consumers, and government by:

i.  using non-regulatory mechanisms (such as information sharing) wherever possible, to better target
and prioritise investments in resilience, to deliver optimal improvements for each dollar spent

ii. taking advantage of existing sector-based regulatory regimes wherever possible, by identifying
and filling gaps in the existing regulatory landscape, rather than replacing or usurping thems:

e. The costs of enhancing resilience should, where possible, be paidby the
investments.®

Criteria for assessing options

9. This discussion document does not evaluate the ben

it is the government’s intention that feedback on this doc
for a subsequent round of public consultation.

10. itwith the programme objectives and underpinning

“example of this cost would be an option that creates new information-sharing
or owners and operators.

the degree of certainty that an option will provide for affected entities as to their obligations
and how to meet them, recognising that navigating uncertainty increases compliance costs
for critical infrastructure owners and operators

3 Such standards can take many forms, including principles that must be met and processes that must be adopted.

& Te Waihanga, 2022, “Infrastructure Strategy”, page 123. Available at: https://media.umbraco.io/te-waihanga-30-
year-strategy/1sfeOqra/rautaki-hanganga-o-aotearoa-new-zealand-infrastructure-strategy.pdf.
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ii.  any change in the number of regulatory relationships or ‘touch points’ that an option will
create for criticalinfrastructure owners and operators, recognising that this will directly
increase compliance costs,

This question is important, because any increase in regulatory burden will result in increased
costs for end-users, increased costs for government, and/or lower quality services.

¢.  Criterion C: How does the option change the regulatory system’s complexity?
This question considers:

i.any additional expenses the government may incur to administer an option on an ongaing
basis, including expenses associated with a need for additional coordination befween

government regulators

ii. any costs associated with an option's implementation (eg. the establishmentﬁbfanew entity
or shifting of responsibilities between existing government agenciesh '

The government wishes to keep this cost low, because any additioral sg:r%hdin@"to regulate the
critical infrastructure system will have trade-offs for existing apnew gavernment programmes
that could be funded in all New Zealanders’ interests, '

The Government would like your views

« - 'Does more need to be done to improve the resilience of New:Zealand’s critical infrastructure system?

= Have you had direct experience of critit
# - How would you expect a resilient crj

+ - Would you be willing to pay hi
system?

# . The work program

system to'all haza
supporting sustai
what chai

nclusive econamic growth. Do you agree with these objectives?If nat,
propose?

n . - b eer b
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Section 1: Background and context

. Thls sectxon defmes what is meant by

. "cntscal mfrastructure (m geneia{ terms assets systems netwo; 3(5 and serwces that are essentnal
' to oursafety, secunty, and economy) - . - ‘

e 7res; |ence (whac h does not just | measu:e an entlty s abmty to absox b a stt €55 or shock i;ke a ’
- earthquake but also accounts fer an entaty s abil ﬂ:y to recover) ‘ -

- The section then descrzbes. .

ities may severely prejudice the provision of essenttal services to the public,
afety, the maintenance of law and order, and, most importantly, may threaten

12. tes critical infrastructure is not currently defined in New Zealand law, however, there are
jety of entities across New Zealand that provide essential services, including, but notlimited

: energy, telecommunications, water services (for fresh, waste and storm water), government services
cluding emergency management, defence, intelligence, and government data), food and grocery
providers, financial services and payments, cloud service and data storage providers, transport, and the
health system.

13. Adefinition for critical infrastructure is included in the Emergency Management Bill. This will expand
upon those entities already listed as ‘lifeline utilities’ under the current Civil Defence Emergency
Management Act 2002 (CDEM Act). When this document refers to ‘criticalinfrastructures’, it is referring
to the assets, systems and networks that will be designated as such through the implementation of the

Emergency Management Bill.

Ctranmothonin~ th 1
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14. This consultation process is therefore focussed on seeking feedback on the regulatory reforms that are
proposed to apply to those entities, rather than what criteria should be used to designate entities as
critical infrastructure,

What is resilience and why is it important?

What is meant by resilience for critical infrastructures?

15. Resilience’ is the capacity of each critical infrastructure - and the critical infrastructure system that
they make up - to absorb a shock; recover from disruptions; adapt to changing conditions; and ret@m
essentially the same function as they had before, .

16. Resilience is not just about physical assets - itis a strategic capability. It requires o:gamsahon&;m have
the right leadership and culture, networks and relationships, and organisational )roceﬁ&:es8 in pl&f:e
before an event, so that they can recover and thrive afterwards. ' o

Defining stresses and shocks

Infrastructure resilience is measured by the infrastiucture system’s ak
recover from stresses and shocks. Shocks are sudden, sharp
infrastiucture services, such as earthquakes or cyber atta@ﬁ

xorb, adapt, and
he potential to distupt

Sliesses, in contrast, are longer term, chionic condition
operational processes and orpanisations by:

y affect physical assets,

domains:

%t‘ premises and other physical assets)

® resilience (the resilience of information and information systems -
s petsonal data)

s ability to manage insider security 1isks from staff and contractors)

&

lience (continued access to critical goods and services irrespective of operational
anges in the global or domestic environment)

0 'bcaf%:é security (ensuring that acquired goods and services that do not pose secuity risks,
hat ge point of acquisition and over the life of the contract).

eving resilience across each of these domains will require investment in assets, but also processes
ationships, with the ratio between these differing across them.

OECD, 2019, “Good Governance for Critical Infrastructure Resilience”, OECD Reviews of Risk Management Policies,
OECD Publishing, Paris.

New Zealand’s ‘Resilient Organisations’ have - drawing on academic research - developed a list of capabilities
that resilient organisations should have, expanding on those mentioned here. Additional information can be found
at: https:/fwww.resorgs.org.nz/about-resorgs/what-is-organisational-resilience/,

Infrastructure Australia and Infrastructure New South Wales, 2021, “A pathway to infrastructure resilience: Advisory
Paper 1: opportunities for systemic change”, page 1. Available at:
https:/iwww.infrastructureaustralia.gov.au/publications/pathway-infrastructure-resitience-o.

N . g . - e
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17. Resilience is distinct from the ability to simply absorb shocks. Instead, resilience is both about
absorbing shocks, but also having the capacity to adapt to those shocks and rapidly recover, even
if that means providing services in a new way. That is, the most resilient organisation is not necessarily
the one with the ‘hardiest’ assets, but the one that can continue to deliver services to communities
most consistently. An organisation that uses less robust assets that are easily replaceable may be more
resilient from a service delivery perspective than one that relies on highly engineered assets that take
a long time to replace when they fail.

18. This focus on innovation - to ‘bounce forward’ from a crisis - is one of the reasons why governmen
across the world are increasingly focussed on how to build and sustain resilient economic system
For example, in 2021, in the face of increasing geopolitical tensions and COVID-19, the Orgahisation-for

resilience in a world of open and integrated markets.*

19. This document has been developed in the same vein, with the goal of putting.

s figureover the next thirty years.
ience, accounted for approximately

Infrastructure failures

22. Asrecently demon

iiranother. For example, a prolonged electricity outage would significantly affect the
telecommunications sector; limit communications, payments, and transport flows;
ir the ability of businesses and the government to function. For example, during Cyclone

systemnsdincluding Automatic Telter Machines), reducing their ability to access critical supplies and up-to-
date information during the emergency.

in all cases, such disruptions undermine trust in New Zealand’s government and institutions. However,
at their worst, such disruptions can cause New Zealanders to lose their lives or livelihoods. They can

6 See: hitps://www.oecd.org/newsroom/OECD-G7-Report-Fostering-Economic-Resilience-in-a-World-of-Open-and-
Integrated-Markets.pdf.

1 Sense Partners, 2021, “New Zealand’s Infrastructure Challenge: Quantifying the gap and path to close it”, pp 1-2.
Available at: https://www.tewaihanga.govt.nz/assets/Uploads/Infrastructure-Challenge-Report.pdf .
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also trigger an economic contraction that permanently disrupts business growth, career pathways and
life trajectories, even with significant government support.'? For example:

a. Treasury has estimated the cost of asset damage alone from Auckland’s flood and Cyclone Gabrielle
at between $9 billion and $14.5 billion alone. This does not include the cost of economic disruption
for businesses and workers that were unable to operate for a sustained period, or the longer-term
costs of repairing and rebuilding infrastructure,

b.  From acyber perspective, the Australian Government estimated in 2020 that a four-week
interruption to digital infrastructures caused by a significant cyber incident would cost their
economy approximately 1.5 per cent of Gross Domestic Product.”® The scale of costs would ltke{y
be similar in New Zealand (that is, around $6 billion). ~

Resilient critical infrastructures underpin economic growth and reduce fiscal pressures
on government

25.

26.

27.

28.

As climate change and associated weather events intensify, and other risks to infra'str:u‘cture < such

as cyber attacks - grow, resilience will also become an important economic;advéntageﬁ Iavestments

in critical infrastructure resilience today will help to attract the business in\/eystmen‘ty\)ve need to support
productive, sustainable, and inclusive economic growth tomorrow.

While the costs of infrastructure failure are borne by all areas of dm eConomy, the government has a
significant fiscal exposure to these costs. This includes both direct costsassociated with recovery and
any changes in revenue or expenditure (for example on socjal programmes) associated with long-term
support for businesses, communities and individuals.!* These costs are in addition to the significant
expenditures made by the private sector to restore their owrnetworks, This liability for the government
is forecast to increase, with research by the New Zealand Institute of Economic Research indicating that
without action the Crown’s annual contingent tiability for natural hazards alone will be $3.3 billion by
2050,

While insurance and reinsurance can cover some of the risks to specific assets, it cannot cover or
compensate individuals for anynl'dng—term hardships they experience as an indirect result of an event.
Even where insurance does exist, the government has historically had a critical role in reinstating
damaged infrastructure and providing disaster relief.

Changes over time'in'institance markets are also likely to increase the portion of disaster risk that is
held by the gov‘emmentkand public more generally.'® A reduction in domestic competition in the
insurance market; rising'premium and excess charges; and growing risk aversion among insurers are
alreadyz{éducingthe number of New Zealand businesses and households that can be adequately

Significan national or regional recessions can lead to “economic scarring” - lasting damage to individuals’

ecopomicsituations and the economy more broadly. This can manifest in a number of ways but includes skill

. atrophy for unemployed workers who may find it harder to find new jobs post-recession, and delays or declines

3

14

14
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in business investment and formation - reducing long-term potential gross domestic product.

AustCyber, 2020, “Australia’s Digital Trust Report”. Available at:
https://www.austcyber.com/resource/digitaltrustreport2020.

The New Zealand Government provides estimates of these exposures in its twice-yearly Economic and Fiscal
Updates. The most recent update can be found here: https://www.treasury.govt.nz/publications/efu/half-year-
economic-and-fiscal-update-2022,

Clough, P and Gamperle, D, 2020. “Natural hazards Mitigation Report 2020”, NZIER.”, page ii. Available at:
https://www.dia.govt.nz/diawebsite.nsf/Files/Central-Local-Government-Partnerships/$file/NZIER-Natural-
hazards-mitigation-report-2020.pdf.

Currently, the Crown already holds this risk in respect of assets it owns (because they are self-insured),
while critical infrastructures owned by local government, or the private sector tend to seek insurance
through insurance markets,
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insured. As the risk of extreme weather events grows and sea-levels continue to rise, these pressures are
expected to get worse with the result that many of our critical infrastructure assets will become more
expensive to insure or even uninsurable.’

29. Given that investments in resilience can generally occur at a lower cost than paying for repairs and
recovery after an event,'® enhancing the critical infrastructure system’s resilience is likely to reduce
the government’s and broader societies’ fiscal exposure to disasters over time.

30. Shifting the balance of our expenditure away from (largely government-funded) recovery, towards
resilience, is also likely to increase equity, both for members of our communities today and on a
intergenerational basis. This is because:

a. the beneficiaries of underinvestment in resilience for each critical infrastructure enti
narrow (shareholders and customers), while all New Zealanders bear the costs
failure?®

funds being redirected towards disaster recovery

¢. onan intergenerational basis, the costs of disaster recovery
by New Zealanders at the time following the event, ‘
ratepayers, shareholders, and customers may h

31. Given the time horizons that some natural hazards occu eg. a major earthquake on New Zealand’s
2! the intergénerational transfer of wealth associated

)

Alpine Fault occurs, on average, every 250 years
with these policy settings is significant.

Te Waihahga, 2022, “Infrastructure Strategy”, page 91. Available at: https://media.umbraco.ic/te-waihanga-30-
ear-strategy/1sfe0qra/rautaki-hanganga-o- -new-zealand-infrastructure-strategy.pdf.

Clough, P and Gamperle, D, 2020. “Natural hazards Mitigation Report 2020

While there will always be some overlap between the populations who benefit from underinvestment, and those
who bear the cost, it is unlikely to ever perfectly match. For example, natural disasters are generally region-specific.
The proportion of cost borne by each age cohort after an event will depend on whether the expenditure is financed
from general revenue or debt. If the latter, costs will be borne by a larger cohort over the time period until the debt
matures. However, this does not remove any inequities associated with underinvestment by groups prior to the
event occurring.

21 Howarth, J and Sutherland, R, 2021, Nature Geoscience, “Spatiotemporal clustering of great earthquakes

on a transform fault controlled by geometry”, Nature Geoscience 14(5): 1-7, available at:
https://www.researchgate.net/publication/350979782_Spatiotemporal_clustering_of_great_earthquak
es_on_a_transform_fault_controlled_by_geometry.
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How is critical infrastructure resilience currently delivered?

32.

33.

34.

35.

36.

Successive New Zealand Governments have not taken a comprehensive or coordinated approach
to critical infrastructure regulation. No single agency has had policy or regulatory responsibility for
New Zealand’s critical infrastructure system.

Instead, New Zealand’s regulatory approach is asset- and sector-centric. The primary responsibility

for determining what level of resilience is appropriate and investing to deliver on this rests with critical

infrastructure owners and operators. The target level of resilience is informed by:

a. market pressure from consumers and other critical infrastructure entities to meet performahce
expectations '

b. insome sectors, requirements imposed by independent regulators consistent with their legislative
mandates (eg. the Electricity Authority in respect of energy market participants: the Reservé Bank
of New Zealand in respect of banks’ and insurers’ financial stability; and the Cdmmerce
Commission in respect of electricity lines, gas pipelines, telecommunicatiohig).??

Not all regulation is sector specific. For instance, the CDEM Act 2002 is hazakd agnoétic legislation that,
amongst other things, sets out the roles and responsibilities for hazard readiness, emergency response,
and recovery. This supplements the roles and responsibilities establisheciin yhazard—specific legislation
to support effective coordination, such as the Biosecurity Act 1993.'The CDEM Act 2002 requires lifeline
utilities (a limited subset of critical infrastructures)®4o “function.to the fullest possible extent”
following an emergency,* and imposes duties across the,,f"'four'Rs”?'5 of emergency management,
Reflecting the National Emergency Management Agency’s (NEMA) role as a steward, operator, and
assurer of the emergency management system, NEMA does not have any formal enforcement functions
within the critical infrastructure system;

Beyond formal regulatory requirements;critical infra‘structures are also supported in preparing for,
and mitigating the consequences of, potential hazards and threats through awareness and capability
building. This is provided by government agencies. For example:

a. theEarthquake Commission and National Institute of Water and Atmospheric Research (NIWA)
provide significant information on natural hazard exposures

b. the New Zealand Security Intelligence Service and Government Communications Security Bureau
(GCSB) can provide guidance, expertise, and specialist technical capabilities to critical
infrastructure owners and operators to assist with managing cyber and other national security
risks:

Additional detail on specific aspects of New Zealand’s regulatory approach is discussed in Section 2.

 Anoverview of the current regulatory modelis at Figure 1 on page 17.

22

23

24

25
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These requirements take many forms, from financial incentives or penalties to ensure that critical infrastructure
entities meet minimum reliability requirements, to explicit prescriptive requirements around the [evel of resilience
required (for example, capital requirements for banks).

Lifeline utilities are prescribed in Schedule 1 of the Civil Defence Emergency Management Act 2002. This is available
here: https://www.legislation.govt.nz/act/public/2002/0033/51.0/whole. html#DLM150766.

See section 58 of the Civil Defence Emergency Management Act 2002,

The four Rs are: reduction (g, enhancing resilience), readiness and response (eg. developing operational systems
and capabilities before an emergency occurs), and recovery (eg. coordinated efforts and processes for community
regeneration),

Strengthening the resilience of Aotearoa New Zealand’s critical infrastructure system




Figure 1: Simplified overview of New Zealand’s regulatory approach to infrastructure resilience
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Why a new regulatory approach may be required

New Zealand’s infrastructure is increasingly vulnerable to stresses and shocks

37.

38.

39.

40.

41.

New Zealand’s environmental and physical features mean that our critical infrastructures are exposed
to a broader and more consequential range of shocks, particularly natural hazards, than any other
developed country. For example:

a. Lloyds assesses that New Zealand has the second highest disaster loss risk in the world, with Japanf'
- another country on the tectonically active Pacific Ring of Fire - the only other high-income
country listed in the top ten (with Japan’s risk estimated to be less than half of New Zealand’s), % :

b. The United Nations (UN) Disaster Risk Reduction database?” highlights that these natural hazard
risks are unusually weighted towards low frequency, and comparatively unpredictable, high-
impact events (also known as ‘high-impact, inevitable, but rare events’ or HIRE evéits). The UN

notes earthquakes and tsunamis as examples, but volcanic eruptions are also a risk fot
New Zealand.® '

This reflects New Zealand’s unique and complicated geography, with the country on the collision zone
between two tectonic plates. While this risk has always existed, our understandinig of it is constantly
improving - with the latest national seismic model estimating that the threat posed by the Hikurangi

subduction zone is 1.5 to 2.5 multiples higher than it was previously understood to be (as just one
example).” ' '

Together with this ‘hazardscape’, the country’s long, na'rmw shape creates infrastructure challenges,
with electricity, telecommunications and transport networksrunning north to south. In some instances,
there is limited capacity for growth or redundancy supply in the case of infrastructure failure (for
example, Auckland’s fuel pipeline and limfitxed ‘transyport links to Wellington).

We also have other vulnerabilities, including aging infrastructure (for example, much of New Zealand’s
water infrastructure) and the use ofout‘détéd or relatively unsecure technologies by some operators.
Combined, these make enhancihgour'resiifénce a priority. Managing these pressures alongside
population growth wilt alreéd'y ,req'Qire significant additional investments in resilience (with pre-
pandemic forecasts suggesting New Zealand’s population would reach six million by 2050).%

In addition to these (ongs‘t’anding pressures, four ‘megatrends’ will heighten the risk of a range of
shocks and increase the likelihood of New Zealanders experiencing service disruptions and outages.
These megatrends mean that New Zealand’s need for greater infrastructure resilience is only going
toincrease..

26

27

28
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Lloyds, 2018, “A world at Risk: Closing the Insurance Gap”. Available at: https://www.lloyds.com/worldatrisk.
See: https://www.undrr.org/.
Noting that volcanic eruptions are excluded from the United Nation’s analysis.

GNS Science, 2022, “National Seismic Hazard Model”, available at: https://www.gns.cri.nz/research-
projects/national-seismic-hazard-model/.

StatsNZ, 2020, available at: https://www.stats.govt.nz/news/new-zealands-population-could-reach-6-million-by-
2050/.
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Four megatrends will reshape New Zealand’s infrastructure system

42.

43,

44,

45,

46.

47.

The first of these megatrends is climate change. Climate change is expected to undermine the
resilience of New Zealand’s critical infrastructure system by both increasing stresses and vulnerabilities
and increasing the risk of shocks.

As laid out in New Zealand’s first National Adaptation Plan,* some direct effects of climate change

include:

a. more extreme and more frequent weather events, such as storms, heatwaves, and heavy rainf
with numerous risks to infrastructure resilience

b. fewer frost and snow days, with significant impacts on hydrology and the seasonal cy
snowmelt, with material implications for the energy sector

c. more frequent and severe droughts, putting pressure on our freshwater resoug
affecting the reliable supply of drinking water and electricity generation

d. sea level rise, which may compromise or strand existing communiti
assets.

d and maintain infrastructures;
st of greenhouse gas emissions.

1,% New Zealand faces a substantially more challenging

As described in the Def ce Asse
Nyl han it has for decades. This makes the risks of manmade shocks

and complex strategi

a. between 20
estima

Geopolitical tensions are not limited to the cyber domain. By virtue of holding large amounts of sensitive
information and their integral role in our economy, critical infrastructures are also attractive targets for:

a. espionage (the covert collection of non-publicly available information)

31
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Available at: https://environment.govt.nz/assets/publications/climate-change/M FE-A0G-20664-GF-National-
Adaptation-Plan-2022-WEB.pdf.
New Zealand Ministry of Defence, 2021, “Defence Assessment 2021: He Moana Pukepuke E Ekengia E Te Waka /A

Rough Sea can still be Navigated”. Page 6. Available at:
https://www.defence.govt.nz/assets/publication/file/Defence—Assessment—ZOZl.pdf.
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49,

50.

51.

52.

53.

b. sabotage (service disruption)

¢. coercion (the threat of service disruption to extract concessions from critical infrastructure owners
and operators).

These risks can arise through foreign states, or proxies working on their behalf, who gain control of, or
access to, New Zealand’s infrastructures. This may include through:

a. investment and other commercial partnerships (such as joint ventures)

b. the supply of goods and services (such as managed service providers or software vendors, that
could extract sensitive information from corrupted or insecure assets)

c. employment.

Related to this more challenging strategic environment, the third trend is vulnerabilities 'iﬂ':the '
globalised economic model and the rapid policy changes to respond to them, which are driving
economic fragmentation. ‘ '

This change can already be observed through the operation of global supply chains. For example,
border closures and recent difficulties in global travel have placed significant pressures on the ability of
owners and operators to access the goods and services negded t6 build, maintain, and operate our
critical infrastructure. This is exacerbated by the smallsize of pur doméstic market, which leaves us
nearly wholly reliant on offshore suppliers for many critical inputs.3’3

While the COVID-19 pandemic highlighted these vulnerabilities, they are vulnerabilities that could also
be exploited by a foreign state for strategic ends orexacerbated by conflict. They also overlap with
broader concerns about the scale and distribution of the benefits that the globalised economic model
has delivered. :

Worldwide, there are now efforts to enhance domestic economic resilience, with a ‘just in time’
approach to managing the supply of strategically important goods™ (ie. goods arrive just as they are
required) being replaced in scx,mejurisdictions with a ‘just in case’ approach (ie. sufficient supplies are
kept on hand to ma:n'age disruptidhs‘).“Technological change, particularly automation, is accelerating
this transition. PrevioUsly some goods could not be produced competitively onshore, whereas it is
becoming afforct,able to do'so again - with the added benefit of shorter and less complex supply chains.

33
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Currently, 90 per cent of our construction products needed to build or repair our physical infrastructures are either
imported or contain imported products that cannot be easily sourced within Aotearoa New Zealand. See EBoss,
2021, “Construction Supply Chain Report. Aotearoa New Zealand, 2021:”, page 7. Available at:
https://www.eboss.co.nz/assets/marketing/supply-chain-survey/EBOSS-Construction-Supply-Chain-Report-
2021.pdf.

For example, semiconductors, pharmaceuticals and fertilisers.

This is not just happening at the macroeconomic level. Some governments are also imposing requirements on
infrastructure operators to secure their supplies of critical inputs.
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54. This economic fragmentation is not just being driven by jurisdictions’ desires to ensure a continuous
domestic supply of critical goods and services. Many governments are also placing new barriers around
the use of some imported products and the export of some products® to respond to concerns that:

a. the purchase and installation of some goods may, in itself, pose risks (eg. certain IT equipment may
allow systems to be remotely accessed or controlled or allow data to be exfiltrated), or facilitate
unethical practices (eg. modern slavery and other human rights abuses)

b. thesale of some goods (eg. semiconductors) may aid the military capabilities of states that are
perceived to be hostile,

55. Collectively, these measures are increasing the risk that product standards and logistics chains bec

56.

57. ; :
monitoring and management, and greater connectiv i elivering savings for business and
consumers and enhancing productivity and economic gegwth. For these reasons, their deploymentis
welcomed and consistent with the Government’s broadereéonomic objectives.

58. However, the adoption of new technolggies-also creates new vulnerabilities and stresses by:

a. changing what we consider to begriticalinfrastructure, leaving regulatory systems out of date. For

example, as the New Zealand v, becomesmore digitised, the service providers that
underpin that transformation | service and data storage providers) will become
day-to-day function. However, these service providers are
ons to support or enhance their resilience

oy (eg operational technology (OT) systems are now integrated with
(ET) systems such that physical events can be controlled through digital
- it

For example, on 7 October 2022, the United States’ Government announced new controls on the sale of
semiconductors and other advanced computing products to the People’s Republic of China. Additional detail is
available at: https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3158-2022-10-
07-bis-press-release-advanced-computing-and-semiconductor-manufacturing-controls-final/file

3 Australian Strategic Policy Institute, 2019, “Protecting Critical National Infrastructure in an era of IT and
OT convergence”, page 4. Available at: https://www.aspi.org.au/report/protecting-critical-national-infrastructure-
era-it-and-ot-convergence; US Cybersecurity and Infrastructure Security Agency, “Cybersecurity and Physical
Security Convergence”, page 1. Available at: https://www.cisa.gov/cybersecurity-and-physical-security-
convergence,
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¢, increasing the number of dependencies and interdependencies between New Zealand’s critical
infrastructures, meaning that:

i, theimpact of any emergency will be deeper and more pervasive than previously experienced,
as outages cascade across the critical infrastructure system (ie. the likely consequence of any
shock has increased)

. weaknesses or vulnerabilities in any part of the infrastructure system could appear as
weaknesses in every part of the infrastructure system. Widescale outages could increasingly -
be triggered by outages or disruptions to assets that were previously peripheral

Hi.  the costs of infrastructure failure will be borne more widely, while the costs of enha@ncihg
resilience witl remain borne by critical infrastructure owners and operators. Ovea’ tune thls '
is likely to contribute to further underinvestment in resilience.

How these megatrends affect the stresses and shocks that are |
to impact New Zealand’s critical infrastructure resilience

The pnmary stt esses and shecks t mt New Zealand's mfrastmcture 5

face of the four megat:ends*
Figure 2: Stresses and shocks that pose risks to infras

Stresses and vulnerabilities , Shocks

Clmate change Deteriorating national

Dependencies and security environment

interdependencies
Intense weathey

events

Cyber attacks

Supply chain fallure
nfrastructures

. o Other natural Razards
hele points of lailure

The Government would like your views

The paper discussed four megatrends: i) climate change, ii) a more compléx geopolitical and national
security environment, iii) economic fragmentation, and iv) the advent and rapid uptake of new
technologies. Do you think these pose significant threats to infrastructure resilience?

= Are there additional megatrends that are also important that we haven’t mentioned? if so, please
provide details.
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These megatrends risk exposing the limitations of our current approach to resilience

59.

60.

61.

New Zealand’s long-standing approach to regulating for critical infrastructure resilience has relied on the
assumption that critical infrastructure owners and operators (or regulators) could accurately determine:

a. thelikelihood of a shock occurring

b. know who or what would be affected by that shock
¢. estimate a shock’s costs

d. make rational choices about what investments to make to reduce those costs.

megatrends will make it more difficult to:

a. forecast the likelihood of shocks, particularly those linked to a changing cli

b.
C.

action is more likely to be shared.
For this reason, Te Waihanga and New Zealand’s Nati or climate change recommend
taking a coordinated, systematic approach to building Fuck silience. This requires the focus to
shift from the resilience of each distinct infrastructure a o how infrastructure assets and the networks

40
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rastructure Australia and Infrastructure New South Wales, 2021, “A Pathway to Infrastructure Resilience -
Advisory Paper 1: Opportunities for systemic change”, page 6.

Australian Government, 2020, “Protecting Critical Infrastructure and Systems of National Significance”.
Available at: https://www.homeaffairs.gov.au/reports-and-pubs/files/protecting-critical-infrastructure-systems-
consultation-paper.pdf.

A summary of Japan’s proposed economic security Bill, which includes new measures to enhance critical
infrastructure resilience, is available here: https://www.japantimes.co.jp/news/2022/02/14/business/economic-
security-law-business-worries/.

European Commission, 2019, “Evaluation of council directive 2008/114 on the identification and designation of
European critical infrastructures and the assessment of the need to improve their protection”. Available at:
https://ec.europa.eu/home-affairs/system/files/2019-07/20190723_swd-2019-308-commission-staff-working-
document_en.pdf.
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Overview of Australia’s recent reforms to enhance infrastructure resilience

In April 2022 Australia’s Parliament passed the second of two legislative amendments to enhance the
tesilience ol its infrastructure system.

1he teforms ate designed to uplift the security and resilience of Australia’s critical infrastructure, and
the delivery of essential services. This is to plotect against all hazatds and threats, including physical,
supply chain, cyber, and personnel fisks.

Australia’s Security of Critical Infrastructure Act 2018 (amended in December 2021 and April 2022
respectively) defines 22 classes of critical infrastructure assets across 11 sectors: communicatio

defence industiy.

Owners and operators of critical infrastiucture assets are now required to imp
preventative obligations, as listed below.

1. Provide ownership and aperataonat information to Austialia’s Regtst k

rich picture of eyber incidents against Austialian ¢
advice on how best to prepare and respond to inc

critical infrastructure in Australia,

A smialler group of critical infrastruct
as ‘Systems of Naﬁanat Sighilicance!

] éssets and sectors if distupted. Systems of Natmnai
o four Enhanced Cyber Security Obligations, including: the

S;gmﬁcance can then b@% bi

de\zeiopment of an m@%@t :

- %&e&g@?y to mitigate that risk and where no other tools are available to achieve that outcome,
-

Aémmtementmn power: ln the event of malicious eyber activity that poses an imminent and

%}gmﬁcant risk to national security, the relevant Australian Minister can invoke, as a last resort,
‘Government Assistance Measutes' that allow for direct intervention in the critical infrastructure
entity to defend the asset,

Australia’s teforms are still being implemented and their effectiveness in enhancing the resilience of
Australia’s critical infrastructure system is still to be determined.
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What would the financial consequences of enhancing the critical
infrastructure system’s resilience be?

64. Increasing New Zealand’s annual investment in high-quality critical infrastructure resilience should
save money in the long term. Increased investment costs will be more than offset by a reduction in
expenses and asset value associated with infrastructure outages and failure. This is in the interests of all
New Zealanders, but also government and critical infrastructure owners and operatotrs.

65. In the short-term, however, additional investments will come at a cost. Consistent with Te Waihan
infrastructure funding and financing principles,* these costs are best borne by the predominant,
beneficiaries of more resilient institutions. These are a mixture of:

a. shareholders, through a lower return on equity

b. employees, through lower salaries (particularly where remuneration is linke
measures of financial performance)

c.  customers, through higher prices

d. government, particularly where it is the owner of the relevan

66. This outcome would be more efficient than the statu
a significant amount of post-event remediation thro
costs at the local or regional level. It would also increa
resilience is embedded in service charges.®

67.

Jvestments are required, any cost increases are expected - in most

where significanta
n as a one-off increase. This because critical infrastructure assets

cases - to be gradu

42 TeWaihanga, 2022, “New Zealand Infrastructure Strategy”, page 123.

a3 Relative to the status quo, where the expenses associated with infrastructure failure are abstract and difficuit to
measure (for example, a reduction in society’s wellbeing because other government programmes cannot be funded).
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68. Additionally, as the government develops options to enhance system resilience, significant attention
will be given to minimising the scale and consequences of any cost increases, For example, this could
be achieved through:

a. aninitial focus on ‘lifting the floor’ of critical infrastructure resilience, particularly for those entities
currently not subject to regulation

b.  timing the introduction of any new regulatory requirements to align with businesses’ existing
investment plans, to the extent possible

¢.  considering direct government support for more vulnerable New Zealanders, to ensure that
resilience does not reduce their access to critical services. ‘

The Government would like your views

Do yolt think we have described the financial implications of enhancing resilie
what have we missed?

ae . - e
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Section 2: Potential barriers to infrastructure resilience

The QECD has ouﬂmed regulatory featmes ’{hat support a best practxce systems-based approach
f j 'to cntxcal mﬂastmctu:e resmence

' These prmc:pies recogmse that crmcai mfrastmciure resalsence depends on govemments partnermg
| ‘wath cntacal infrastructure owners and operators, This v;sron of partnershxp underpms thts dlscussmn
,tdocument as We{i as the g A emment s broader work o" thas ;5sue. .

- ,Drawmgo the OECD’S prmcspies as well as relevant aspects of compaiab[e overseas aeg:mes ~

- ;New Zeaiand sal bi sty to de wer a resment mfrastz ucture system This
_ ‘cons;deration of potentxai reform options iaz!ored 1o New Zeatand’ D

‘chamsms for enforcmg mfrastmcture resahence

‘k across both gover nm%zt and cri l in rastructure owness and operators

“  OFECD, 2019 “Good Governance for Critical Infrastructure Resilience”. Available at: https://www.oecd-

ilibrary.org/docserver/02foe5ac-en.pdf?expires=1683501029&id=id&accname=ocid56017414&
checksum=A11158D51D597E8921A2B0747988EBO8.
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Building a shared understanding of issues that are fundamental to system
resilience

This subsection outlines why a shared understanding of hazards and threats between government and
critical infrastructure entities is essential to enhancing resilience. In short, this knowledge is needed:

¢ for citical infrastructure owners and operators to confidently target their limited resilience budgets
at their most important assets, to manage the most likely and most consequential risks, and

= forregulators to develop appropriate and proportionate policies and other regulatory settings.

The subsection also describes how successfully the government is building a shared underst;
today, and how reforms already underway will improve this. It concludes that the governm
curtent approach to information sharing is not sufficiently comprehensive or regular to
goal. This is despite the success of tools like the advisories, aletts and cyber defence
by CERT NZ and the GCSB's National Cyber Security Centie, and the introductio
owneiship register.

Feedback is sought ot both the need fol greater information shating oleatial mechanisins
to deliver that otitcome.

Why is developing a shared understanding of hazar’cfia’f’ threats and risks important?

69. The Infrastructure Strategy,* OECD guidance, acacielt‘:ia,"'aﬁd a cross-country comparison of regulatory
systems all highlight the importance of robust infermation sharing as an important mechanisim for
enhancing resilience.

70. Access to the same information enablestegulators and critical infrastructure owners and operators
to make informed decisions about whatevents to plan for, how much to invest, and how to prioritise
investments to manage them. This ré;ql,li;jes‘fa shared and comprehensive understanding of:

a.  hazards and tl)l'eétS:{ac’/iﬁg‘f\}gw Zealand’s infrastructure system

b, the location and nature of New Zealand’s most critical assets (ie. the assets most essential to the
delivery of setvices) s

. vulnefatmiti@&au'ea‘dy embedded in the infrastructure system, such as: ownership or control
by f{y)'re’lg‘n‘ states that could be used to facilitate espionage or sabotage, or reliance on certain
suppliers for critical goods that could be subject to disruption

, d. t’heﬁsks associated (or likely to be associated) with building or retaining assets in certain
' geographical areas, particularly as climate change affects the type, frequency, and intensity
of natural hazards

e.  dependencies and interdependencies between infrastructures and critical assets, including how
service disruptions may cascade across the infrastructure system and the vulnerabilities that this

may create for other sectors - even those investing heavily in their own resilience

f. the government’s objectives for the resilience of the critical infrastructure system.

* TeWaihanga, 2022, “New Zealand Infrastructure Strategy”, page 97.
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71. More broadly, comprehensive information sharing is necessary to foster a culture of trust and
partnership between the public and private sectors in managing infrastructure risks. This is important
given each group’s distinct but overlapping roles, and the complex, competing issues to be balanced
including competition, affordability, equity, and efficiency.

72. While some hazard and threat information can be shared publicly (eg. government assessments of
the likelihood of various natural hazards or the effects of climate change) or provided to government
without explicit regulatory powers, the exchange of other types of information depends on trust
between parties and confidence that it will not be publicly disclosed. For example:

a. critical infrastructure owners and operators are understandably reluctant to share sensitive
information about vulnerabilities, experiences of malicious cyber activity, or critical depend
outside of a trusted and secure environment, because these disclosures could: '

i.  create legal liabilities
ii.  haveimplications for their competitiveness, or breach anti-trust|
iii. reveal their vulnerabilities to those that would seek to take

iv. otherwise damage their reputation

b. forgovernment, trust and security is an essenti
security information.

a. establishing formal legislative powers to hle the collection of certain business-sensitive
rom critical infrastructure operators

critical infrastructure own
Network*® and the Uni
best practice mechahist

pators. Systems like Australia’s ‘Trusted Information Sharing
s’ Domestic Security Alliance Council have been highlighted as
vhich support infrastructure resilience.”

% Foradditional information, see: https://www.cisc.gov.au/engagement/trusted-information-sharing-network.
a For additional information, see: https://www.fbi.gov/file-repository/dsac_fact_sheet_10-26-2020.pdf/view.
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How successfully is New Zealand building a shared understanding of issues fundamental
to system-level resilience?

74. New Zealand has regulatory and non-regulatory mechanisms, led by government and the critical
infrastructure sector itself, to foster a shared understanding of system-level infrastructure hazards,

threats and risks. Mechanisms include those that:

a. enhance understanding of threat and hazard exposures such as:

iil.

the public release of information on natural hazards across a range of platforms (eg. seismic =
and other hazards through the EQC, and climactic events through NIWA)

public updates on cyber security threats and emerging issues by CERT NZ

the targeted release of some information on national security threats by the Initelligence
Community, either directly to potentially affected critical infrastructures or to entire sectors
(eg. advice from the National Cyber Security Centre on the potentialfor malicious cyber
activity associated with Russia’s invasion of Ukraine)* -

regulatory powers to request critical infrastructure owners-and operators to provide
information (eg. on climate change risk and adaptation responses under the Climate
Change Response Act 2002,* and climate related discldéures under the Financial Sector
{Climate-related Disclosures and Other Matters) Amendment Act 2021%)

critical infrastructure owners and operators voluntarily providing information to government
on experienced events or identified vulnerabilities

b.  map vulnerabilities and interdependenciesthetween critical infrastructures (eg. periodic work
by the New Zealand Lifelines Council®* and regional Lifelines Groups)

c. inform critical infrastructure oywners anhd operators of the government’s expectations for the
system’s resilience (eg. publication.of strategies and guidance that intersect with critical
infrastructure resilience or cavers some constituent elements, such as the National Disaster
Resilience Strategy).?

© 48

50

51

52
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For example, see: https://www.ncsc.govt.nz/newsroom/gsa-2022-2940/.

For additional information, see section 5ZW of the Climate Change Response Act 2002 available at:
https://www.legislation.govt.nz/act/public/2002/0040/latest/DLM158584.html.

Climate Related Disclosures are currently required by large, listed companies (with a market capitatisation
of more than $60 million). Additional information is available at:
https://legislation.govt.nz/act/public/2021/0039/latest/whole.html.

For example, see Section 4 of the New Zealand Infrastructure Vulnerability Assessment 2020. This is available at:
https://www.civildefence.govt.nz/assets/uploads/lifelines/nzlc—nva»ZOZO—full—report.pdf.

See: https://www.civildefence govt.nz/assets/Uploads/publications/National-Disaster-Resilience-
Strategy/National-Disaster-Resilience-Strategy-10-April-2019.pdf.
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75. These are important mechanisms. However, gaps remain in both the collection and distribution of
information, which leave our current settings short of global best practice. For example, only one in
five New Zealanders consider that the government shares enough information on national security
threats.” These gaps inhibit our ability to collectively identify the biggest risks and prioritise our
regulatory and investment settings to manage them. In particular:

a.  while the government does share some information on national security risks, the lack of a secure
platform to exchange information likely limits broader and more regular distribution of
information (eg. government assessments of specific threats)

b. the government does not have the power to collect the range of information necessary to form
an accurate and aggregated picture of the threats facing the infrastructure system. In artic
the government currently does not have access to the following relevant informatio

5 DPMC, “Draft Long-term Insights Briefing 2022”, page 22. Available at:
https://dpmc.govt.nz/sites/default/files/2022-10/Draft%20National%20Security%20Long-
term%?20Insights%20Briefing_1.pdf.
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What reforms are already underway that will help address this problem?

76. The Government has proposed measures that will partially resolve some of these information gaps.
These include:

a.  introducing a beneficial ownership register, which will make it easier to identify the ultimate
ownership of unlisted New Zealand companies and limited partnerships, and to understand any
risks associated with those positions™

b.  enhanced information gathering and sharing powers for NEMA through the Emergency
Management Bill, This could allow for the collection of information on dependencies and
interdependencies and experienced events,

77. While these measures will support the government, regulators, and critical infrastructure awnegsand
operators in understanding threats and vulnerabilities, gaps will remain relative to the:QECD's best
practice guidance. For example:

a.  there will be no change in the ability of government or critical infrastrugfure éntitiesto share
sensitive information securely, or with confidence that sharing seénsitive information will not
conflict with other requirements, like anti-trust

b.  the government’s understanding of malicious cyber actwlty and &%hea experienced national
security events will remain, at best, partial

¢, the changes will not, on their own, allow real-timéunapping ot étependencies and
interdependencies

d.  theinformation sharing that occurs will remain fragmented across multiple websites and
platforms. ;;

78. These measures will also not enhance New Zealanders’ understanding of the government’s objectives
for the infrastructure system. ‘

The Government would Hr views

= Ifyouareacr xt:c Li owner oroperator, what additional information do you think would

e your resilience?

overnment should'do to enable greaterinformation sharing with and
between crif frastructure owners and operators?

5 For additionalinformation, see: hitps://www.beehive govt.nz/release/govt-cracks-down-misuse-nz-companies.

= For additional information, see the Civil Defence Emergency Management Bill.

. . - N ¢
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Setting proportionate resilience requirements

Thls subsectson desmbes the potentxa[ beﬂef' ts of

e {i cntscai mfrastmcture owners and operators meetmg sha:ed mmamum resmence standards
- ‘(whether those standards are pfescnptlve prmc;ples based or process based) -

| ¢ , cnt;cai mfrastructures of pamcuiar ssgmf’ cance (eg those that have a signifi cant numbex of .
. ‘connectzons wath o’ther cntxca{ mfrastmctures) bemg subject to h:gher resmence standazds

ﬁ ;  kln both mstances mzmmum resxitence standards can be used to

: ' - ﬂ ‘better ahgn mvestment in fesmence with the eve! ofxesmence that New Zealanders exp' c
,(recognrsmg that because ihe z:osfs of mfrastructu re fa;lure are wadeiy spread this sl
‘ occur w;thout regu ation) ' ‘ - ~ ~

h;ghly reguiated sectors

. ‘,a;fcounteractcogmtwebxasesthatcan causecnt;caimfrastructure en i
‘ "lresmence - ] - ...

. : 5 focus attent;on on key measures to better manage t
» :New Zeaiand is predommantly exposed

: ‘resxlxence standards to enhance cﬂtxcai mfrastructu
,}  fecommended by the NationalAdaptatxo&%}a )it

. Feedback is sought on the potenttal
ﬂ standards couid or should be appl%d. -

the costs of infrastructure failure are spread widely across the community, but the costs

of enhancing resilience are borne by individual infrastructure entities. Given that critical
infrastructure owners and operators only have financial incentives to an amount equal to their
own potential losses of infrastructure failure, this can create a gap between the level of resilience
optimal for the infrastructure entity and the ‘socially optimal’ level of resilience.

thamin~ ty
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b, ltis difficult for consumers to identify whether critical infrastructure is resilient (eg. whether both their
supplier, and their suppliers’ supplier, has robust cyber security practices). Many New Zealanders
continue to live and invest in locations without resitient infrastructure, especially since the benefits of
infrastructure resilience are not actively promoted. This reduces the power of consumer choice as a tool
in driving the necessary investment in resilience. It also means that for those critical infrastructures that
increase their resilience, costs will go up for their customers. In competitive markets, these customers
may be easily poached by a competing supplier that is not investing in resilience to the same level.

New Zealand’s unusually high distribution of HIRE events (as discussed in paragraph 37) further inhibit
the ability of the critical infrastructure system to reach the ‘socially optimal’ level of resilience without
government intervention. This is because HIRE events are subject to ‘normalcy’ bias®, which leads to
underinvestment ahead of adverse events and overreaction after they occur.” These factors help; ;
explain New Zealand consumers’ historic reluctance to pay higher prices for more resilient '
organisations, even where this has been advocated. For this reason, managing HIRE nsks atmost
always requires coordination beyond the individual and enterprise level.

To overcome these disincentives, many jurisdictions are working to introducg= o haveintroduced
enforceable minimum resilience standards for all critical infrastructires a’c’foss allthe resilience
domains described in Section 1. This is consistent with OECD guidance, which-endorses such standards
as important tools for minimising ‘weak links’ that could jeopardise the security of the overall critical
infrastructure system.® -

Resilience standards can take various forms and thisidocuméntdoes not prejudge what form might be
most appropriate for New Zealand. These forms include, but are not limited to:

a. principle-based requirements (eg. an objective similar to those that exist under the CDEM Act 2002
‘to be resilient’)

b.  process-based requirements (eg. a reqyuirement to adopt a standard process or risk management
framework, such as an annual requxrement to ldentlfy critical assets, risks to them, and implement
a mitigation strategy).®! ~

Standards can apply toa critical infrastructure entity (the approach taken under the CDEM Act 2002), or
to its critical assets {the approach't’aken under Australia’s Security of Critical Infrastructure Act). Linking
standards to critical assets, rather than the entities that are responsible for them, may be a better way
to target expenditure. This is particularly true for infrastructures that provide a range of critical services,
only some of whEch are critical.

Nermalcy bias is a cognitive bias which leads people to disbelieve or minimise threat warnings. Consequently,
individuals underestimate the likelihood of a disaster, when it might affect them, and its potential adverse effects.

Schildberg-Horisch, H., 2018, “Are Risk Preferences Stable”, Journal of Economic Perspectives. Available at:
https://www.aeaweb.org/articles?id=10.1257/jep.32.2.135.

For example, the 2019 business case developed by Wellington Lifelines calling for $3.9 billion of investment to
enhance resilience that was not taken forward in full.

New Zealand Treasury, 2022, “New Zealand’s wellbeing: Is it sustainable and what are the risks?”. Available at;
https://www.treasury.govt.nz/publications/tp/new-zealands-wellbeing-sustainable-what-are-risks.

OECD, 2019 “Good Governance for Critical Infrastructure Resilience”, page 52.

Additional information on NIST, which is just referenced as an example, is available at:
https://www.nist.gov/cyberframework/framework.
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_ Examples of dependenc;es and mterdependenmes across the Cﬁtacai
- ,;nfrastructure system ~ . ‘ . ,

- The Govemment r:onsxders that a systems-based approach to cntzcai mfrastructure resui;ence ;
? IS necessary to manag& the risks created by the dependencxes and mteadependenmes between ¢
- ‘mfrastructures Some examples of these dependencxes and mterdependenues and how they generate“ -
a nsk of cascadmg serv:ce outages across the economy, are detaﬂed be ow, . . - ‘

e f’ The electricity network underpms the operation of most othef cntzcai mfrastmctures and a

, " . wastewater processmg, d:gntal service pmvsdexs the hea th system, traﬂsportatmn and f;%%g
o :semces (even acceuxmng for some backup generatlon ‘ ~ - '

‘Whaie it may be posszble for some mfrastructures to revert to usmg manual F;%%ﬁ n iz 5 2l
- pmcesses domg so wouid not be as eﬁ:ment or as effect!ve and ov@;@

ecggﬁﬂc %}m othea

‘ management Thls mdudes fueltermmals awp '
e ectnc:ty generatms . _
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Why may it be important for significant critical infrastructures to be subject to additional
requirements?

85. Critical infrastructure entities at the very core of the system generate large spill overs that have far-
reaching impacts. Implementing minimum standards would help reduce the risk of weaknesses in one
entity adversely impacting the entire infrastructure system, but it would not eliminate the risk entirely.
This is because minimum standards might not be stringent enough for critical infrastructures that are
nationally important - for example, those that have a significant number of connections with other
critical infrastructures and therefore crucial to the overall stability of the infrastructure system {eg.
some energy or telecommunications providers),

86. For this reason, some jurisdictions impose additional requirements on their most important criticat
infrastructures. This is similar to the concept of Globally and Domestically Systemically inportant
Banks, which must hold additional capital, relative to less important banks, to manage risksto the
whole banking system. This kind of proportionate and risk-based regulatory approgdi, }&‘%’};ere resilience
requirements are tied to an infrastructure’s importance, has many advantages. TI\éSe %‘hduﬁé:

a.  prioritising spending on resilience investments that would have the m@st srgmfcant impact for
New Zealand's infrastructure system

b, reducing the risk that resilience requirements are set so high for aﬂ citicalinfrastructure entities
that they create undue barriers to entry, reducing c@mpetltion

87. This type of approach has been central to Australia’s ré{;ersfi"r’e‘fmm, with ‘systems of national

1

e -
s
.

. holistic models, where the infrastructure’s importance is assessed against a broader range of
societal domains (including economic, environmental, social and cultural factors). An example of
a holistic model developed by Treasury is available at Appendix B.

. o . - b iy s ¢ ¢
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How successfully is New Zealand setting proportionate resilience requirements for all critical
infrastructures?

88.

89.

90.

91.

92.

93.

St
sgrhsifjk 2023-06-

The combination of specific regulatory requirements in some sectors, and requirements for lifeline
utilities under the CDEM Act 2002 mean that many - but not all - of New Zealand'’s most significant
critical infrastructures are subject to some standards (eg. the finance, electricity, and
telecommunications sectors).

However, there is no regulatory regime in place to set, monitor or enforce compliance with standards
that apply to common risks across the entire critical infrastructure system (such as cyber risks). Thi
regulatory gap is compounded by an uneven awareness of, and capability to manage, different ri

yith Te Waihanga
fice standard to support

accordingly tasked with the development of a hazard and threat neutr
climate change management and mitigation.

Disparity in resilience requirements between infrastruct
investments that some critical infrastructure entities
resilience. For example, a high level of resilience in t
outages or disruptions to electronic payment systems,
and telecommunications) are not comparatively reliable.

are not) could be viewed as requi
standards. However, atbActi
entities that must m 4

ni

nine
554
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Managing the interaction between potential minimum standards and other
regulatory regimes

The Government has not made any decisions about the form of any minimum resilience standards. Any
such decision will be informed by the oulcomes of consultation on this document and the subsequent
consultation on options,

The Government tecognises, however, that whatever form minimum standards take it will be essential
that any requirements do not conflict with or duplicate standards in place under other regulatory

tegiimes. In particular, considetation is being given to how any minimiim resilience standard would
interact with:

* Tlesource management requirements (eg, if standards require additional physical infras
be constructed)

& price-quality settings that apply to some critical infrastructure sectors (mo
telecammunications)

‘touch points.

This includes consideration of recognising regulatory equi
and/or empoweting existing sectoral regulators to mo
across the critical infrastiucture system,

What reforms are already underway that will help to address this problem?

94. The Emergency Management Bill will enhange the resilience of New Zealand’s infrastructure system. In
particular, the extension of the genegal requirement to be resilient® from “ifeline utilities’ to all critical
infrastructure assets should thearetically enhance resilience levels,

95, However, the Emergeriey Management Bill (and existing requirements for lifeline utitities) focuses on
emergency management, kather than critical infrastructure resilience. While the Bill would reinforce the
need for resitience, the goveriiment - would still be unable to:

a.  apply more stringent mandatory requirements to more critical assets

b. apply sp:eé{;i{ic requirements to manage particular risks or vulnerabilities (eg. minimum cyber
security standards to protect networks from malicious cyber activity)

. | de@fmine whether the Bill's requirements are being met or met in a consistent way (ie. assess
“whether critical infrastructure entities are compliant)

d..  take enforcement action before or after an emergency event, if it is determined that resilience
requirements were not met,

2 Thatis, lifeline utilities must be able to function to the fullest possible extent, even though this may be at a reduced
level, during and after an emergency.
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96. Further, as noted by Infrastructure Australia and Infrastructure New South Wales, situating
the government’s regulatory regime for resilience in an emergency management context can make
cross-government coordination difficult. This recognises that several areas of government outside
of the emergency management framework have a regulatory interest in infrastructure resilience
{eg. planning and climate change adaptation).®

97. Reforms to resource management should also enhance infrastructure resilience over time, by ensuring
that newly constructed critical infrastructures are not located in areas, which are particularly at risk
from the changing climate or natural hazards. While this is an essential change, it is unlikely to remove
the need for resilience standards. This is because:

a. changes to resource management will have limited, if any, impact on the operations ¢
critical infrastructures

b.  while improved consenting can reduce the fevel of hazards that a critical infr.
to, itis not possible in New Zealand to completely eliminate the risk of natur
risks) and threats will persist regardless of location.

The Government would like your views

e Would you support the government being able to set, a mresilience standards

across the entire infrastructure system? If so

— whattype of standard would you support (eg requirement to adhere to a specific process

or satisfy a set of principtes)?

— doyou have aview onhow pote resilience standards could best complement

¢ Would you support the governi i in a model to assess the significance of a critical
infrastructure assetis, and usin he basis for imposing more stringent resilience

&3 Infrastructure Australia and Infrastructure New South Wales, 2021, “A Pathway to Infrastructure Resilience ~
Advisory Paper 1: Opportunities for systemic change”, page 7.
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Managing significant national security risks to the critical infrastructure
system

This subsection describes how critical infrastructures are increasingly attractive targets to foreign
states and other actors that seek te harm New Zealand and New Zealanders. The ability of critical
infrastructures to manage these threats without government support is limited given government's
unique intelligence and cyber capabilities, which individual infrastructures cannot replicate,

To address these constraints, the Australian Government recently adopted new powers to direct
critical infrastructures to take, or refrain from taking, certain meastres. In rare cases, it caninterve
directly to manage significant national security risks,

Hew Zealand does hot have any equivalent powers and the povernment has made no d
introduce them.

Feedback is sought on whether thete is a need for such tools and, if so, what f
take and what protections there should be around thelr use.

Why may it be important for the government to have the power to.intervene to assist
critical infrastructures in managing significant national security risks?

98. New Zealand faces a more complex geopolitical and nationalsecurity environment than in recent history.
The risk of foreign states - or proxies acting on their behalf - interfering in New Zealand’s infrastructure
system contrary to our national interests is higher than it hasheen in a generation and continues to grow.

99. The critical infrastructure system is an attractive tatget for such interference. Espionage, sabotage and
coercion can be - and is - attempted against the system regularly,

100. The government recognises that;

a.  all aritical infrasteuctuge entities can be susceptible to sophisticated interference efforts by foreign
states or state-linked actors; These adversaries have the means to invest far more to exploit one
vulnerability than any patential target could invest to reduce all vulnerabilities

b, the govemment, giverits unique understanding of New Zealand’s security environment and its
sophisticated intelligence and cyber capabilities (underpinned by significant legislative powers),

wilLeften be best qualified to detect and disrupt such threats

c. sibmay notalways be possible to work collaboratively with a critical infrastructure owner or
operator to manage a risk due to:

. areliance upon classified information that may not be possible to share

ii.  disagreement between the government and the critical infrastructure entity over the risk,
or the mitigations necessary to manage it

iil.  aneedtoactimmediately to protect New Zealand’s national interests, where consultation
or collaboration is not possible given the constraints

iv. theinfrastructure owner or operator being unwilling to manage the risk.
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101. Reflecting these factors, many jurisdictions facing similar threats to New Zealand have adopted - or are
considering - extraordinary government powers to support critical infrastructure operators in
managing or mitigating national security events. This includes:

a. new, or enhanced, screening mechanisms for foreign investment in critical infrastructure sectors
in countries such as Japan, the United Kingdom, Australia, and the United States. These
jurisdictions allow high risk investments to have conditions imposed, or blocked, to mitigate
significant national security or other risks

b. backstop tools to manage other types of national security risks, with Australia’s regulatory regime
for critical infrastructures providing the strongest examples.

isecur;ty nsks’

, Austraha s Secunty of Cntaca Infrastructure Act 2018 mdudes two backstop tog ﬁ;@msu port
‘ ;the Austraitan govemment in managmg sagmf‘ cant national secunty risks to 1t§"tng : Lzﬂfrastructure ‘

@ ystem !n generai texms these are:.

. 'is' a directaons power‘" whtch aiiows the mester for Home Affans

; a nataonai secunty nsk

L mtewentlon powers to respond to senous cybe: secur ‘i
‘ ‘Home Affa;rs to do, or refrain from domg, any ac vity nec S5 ,
. mcadent that pases a matenai ﬂsk to Austraha s%tai and economlc stablhty, defence, or natnona{ .
secunty 5 Th!S mcludes the powar for | /i mment agenczes 1o provsde direct support
to an mfrastructu re ent:ty, 1f necessa g, e nsk

: : ;As powers of 1ast rescrt bcth the d:re mferve tzon powers are supported by safeguards‘ .
For example the Mm;ster of Home’i@f v Qﬁot be abie to exemse the dn ectnon powel uniess. -

: 1e Austraiaan Secagn@ L@ %E

petltion and consequences for customes s 1f a d:rectmn was 1ssued

“,There are alsmev:ew 1ghts bm{t m w;th any dnections 1ssued bythe M:mstersub;ect to 3udzcrai _
-revxew - .. - , . ; -

& See Section 32 of Australia’s Security of Critical Infrastructure Act 2018, available at:
https://www.legistation.gov.au/Details/C2022C00160.

8 See Part 3A of the Security of Critical Infrastructure Act.

rthanine $h t 4
sgrhsiffk 2023- 06 18 R e resilience of Aotearoa New Zealand’s critical infrastructure system 1



How successfully is New Zealand able to manage national security risks in the critical
infrastructure system?

102. The government has limited tools to manage significant national security risks to New Zealand’s critical
infrastructure system. In particular, while the government can intervene to manage a significant cyber
threat to New Zealand’s critical infrastructure, this power does not extend to the ability to intervene in
the management of any other type of significant national security risk.%

103. The government largely relies on non-regulatory mechanisms, such as intelligence community
briefings, alerts and technical support, to support critical infrastructure owners and operators in
managing national security risks. For example, the National Cyber Security Centre supports natlonally
significant organisations to protect their networks from malicious, advanced, persistent,
and sophisticated cyber security threats, including through cyber security outreach and |t,5;kcyber
defence capabilities CORTEX and Malware Free Networks. However, this model relies upoh:\ k ‘

a. theintelligence community being able to provide sufficient information to the criﬁca[ﬂ
infrastructure entity to convince them of the risk

b. thecritical infrastructure entity being willing to take steps to mitig’a‘ce them, even if the costs of
mitigation would outweigh the direct costs to the entity of allawmg the.potential national security
eventto occur,

104. Aregulatory lever that is available applies to overseas,ihvestri‘iént. Under the Overseas Investment Act
2005: =

a. controlling investments in ‘sensitive assets’® must satisfy a number of potential tests before they
can receive consent. This can include the ‘national interest test’,% which empowers the Minister of
Finance to impose conditions on, o:blockginvestments found to be contrary to New Zealand’s
national interests - including national security interests

b. otherinvestmentsin ‘strategically fmportant businesses’ can be reviewed irrespective of the value
of the proposed transaction or size of the equity stake being acquired. Transactions posing a
significant risk toNew Zealand’s national security are able to have conditions imposed or be
blocked if conditiong.are unlikely to adequately mitigate the national security or public order risks.

105. While these are impartant tools; it does mean that the government’s ability to manage national security
risks in the criti¢al infragtriicture system is limited,

55 “Saction 12(1)(b) of the Intelligence and Security Act 2017 provides the GCSB with the power to do anything
necessary or desirable to protect the security and integrity of communications and information infrastructures of
importance to the Government of New Zealand, including identifying and responding to threats or potential threats
to those communications and information infrastructures.

67 That s, investments that grant a more than 25 per cent interest in sensitive land (such as foreshore or non-urban

land of five hectares or more), significant business assets (ordinarily those worth $100 million or more), or fishing
qguota.

% The national interest test is always applied to investments in “strategically important businesses”, including

businesses involved in military or dual-use technology, as well as a number of critical infrastructure sectors
including ports or airports, electricity, water, telecommunications, and financial market infrastructure.

The national interest test can also be applied to other transactions that are subject to screening under the Overseas
Investment Act 2005 on a discretionary basis.
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What reforms are already underway that will help address this problem?

106. The Government has a significant programme of work underway to enhance general awareness of
national security risks and the ability of businesses and the wider community to mitigate them. This
includes the development of New Zealand’s first National Security Strategy.

107. This is an important step towards enhancing New Zealand’s resilience to national security risks. At this
time, however, the Government is not progressing any regulatory reforms that would enhance the
government’s ability to directly intervene to support the management of such risks in the critical
infrastructure system.

The Government would like your views

# - Doyouthinkthereis aneed for the governmentto have greater powers to provide
intervene in the management of significant national security threats against a ¢
ifsor

—  what type of powers should the government consider?

= = what protections would you like to see around the use of enstre that they were

only usedas a last resort, where necessary?
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Creating clear accountabilities and accountability mechanisms for critical
infrastructure resilience

This subsection outlines how any prospective reform requires clear accountabilities for the successiul
delivery of resilience outcomes, across both government and the private sector. In particular:

= the advantages of the povernment identifving a Minister and agencies who have responsibilities for
the totality of the infrastructure systern, with adequate funding to drive coherent policy setlings

= the need for obligations that are placed on critical infrastructure entities to be enforceable, to
enstire that tesilience objectives are met,

1he government does not currently have either clear agency accountabilities o1 the po
cross-sector resilience reguirements (where they do exist) across the infrastiucture sysi
distinet from sector-based requirements, which are enfarceable. No decisions have
chiange either of these settings o date.

Feedback is sought on:

& the need for a respansible agency and/ot regulator far the critie
form any entity should take

ire systen, and what
# the need for enforcement mechanisms to compel ¢

Why may it be important for the government tohave clear accountabilities for the resilience
of the critical infrastructure system?

108. While a comprehensive, systems-driven poligy framework with the kinds of features described in the
preceding sections may be important, otitcomes willultimately depend on the framework's
implementation by government and industry. This requires clear accountabilities and accountability

mechanisms,

109. For the government;this would likely require designating a central, coordinating point responsible
for the resilience of the infrastructure system, to include developing appropriate policy and any
corresponding regutatory keguirements (whether those responsibilities sit within a single or multiple
agencies), Relative to the status quo, this should:

a. redﬂte the risk of fragmented requirements across different infrastructure sectors

b support eoordination of policies that affect the infrastructure system, to ensure that trade-offs
' between conflicting policy objectives are understood and that the government’s overall regulatory
‘settings are coherent

€. ensure greater democratic accountability for system-level resilience.

110, Reflecting these advantages, it is increasingly common among comparable jurisdictions to establish
‘ policy and regulatory agencies exclusively focussed on the critical infrastructure system. These include
Australia’s Cyber and Infrastructure Security Centre, the United States’ Cybersecurity and Infrastructure
Security Agency and the United Kingdom'’s Centre for the Protection of National Infrastructure.

111. For critical infrastructure owners and operators, accountability mechanisms are necessary to verify
that legal requirements are being met. The absence of such mechanisms can reduce overall compliance
(given the high costs of infrastructure investments). It also creates competitive advantages for critical
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infrastructure entities that do not meet their obligations (relative to those that do), by atlowing them
to charge less and grow their market share.

112. Given this, the OECD recommend that governments introduce the following mechanisms to ensure
that critical infrastructures comply with their regulatory requirements:

a. government monitoring and supervision, such as regular reporting (which could be public,
private, or a mix of both depending on the information being provided), inspections, and
performance assessments

b. enforcement mechanisms, which could range from awareness-raising and education in thy
instance, to fines and enforceable undertakings for non-performance. At the most ext
this could include criminal penalties for severe breaches of regulatory requirements

113.
obligations on critical infrastructures’ board members - such as thos¢
workplace health and safety).
How successfully has New Zealand created clear accountabili : 1e resitience of the critical

infrastructure system?

government agencies that do have poli
the Ministry of Business, Innovation and

sectors, such as the planning sy
government).

rgency Management Bill)

build or maintain a real-time model of the infrastructure system’s dependencies and
interdependencies

d. identify potential national security risks that are either likely to emerge or are already embedded
in the infrastructure system, such as those relating to ownership and/or control of critical
infrastructure assets or those embedded in supply chains.

117. NEMA also is not, and should not be, a regulator. NEMA’s success and trusted position in the community
stems from its strong partnerships with local government, communities, iwi, and businesses. Thereis a

St "n * r‘m" the resilience of Aotearoa New Zealand’s critical infrastructure system 45
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risk that this partnership could be undermined across some or all critical infrastructure sectors if NEMA
were also responsible for manitoring and enforcing compliance with resilience requirements.

118. This agency architecture, however, means that there are also limited accountability mechanisms to
ensure that critical infrastructure owners and operators are meeting their emergency management
obligations consistently. This creates risks of non-compliance, which in turn have the potential to
generate systemic risks if outages generated in one sector cascade to another,

What reforms are already underway that will help address this problem?

119. The Emergency Management Bill will extend the general requirement to be resilient to a broaderrange
of entities than those currently designated as lifeline utilities and introduce some new requireménts to
provide the community with greater assurance that critical infrastructures are resilient. This includesa
proposal to introduce reporting, monitoring and evaluation arrangements by which critical
infrastructures must provide an annual statement demonstrating their ability to comply with their
duties and responsibilities under the Bill, :

120. Regulatory reform to enhance resilience would build on these requirementS taenforce mandatory
minimum resilience standards and enhance information sharing betweern government and critical
infrastructures, This will involve establishing stronger accountability mechanisms to ensure critical
infrastructure owners and operators are meeting their :egulatoryyéblkgétim)s.

The Government would like vour views

« - Doyouthink that there is a need for a governm
for the resilience of- New Zealand’s critic

it agencyko - agencies to have clear responsibility

a need for compliance and enforcement mechanisms (eg. mandatory
ot offences) to ensure that critical infrastructure operators are meeting potential
s? i so

directors/executive leadership, ora mix of the two?
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Appendix A: Glossary

Term Definition
CDEM Civil Defence Emergency Management Act 2002
Commerce The Commerce Commission is New Zealand's competition, consumer and regulatory

Commission

agency. It has regulatory responsibilities in the electricity lines, gas pipelines,
telecommunications, and airport sectors.

Critical
infrastructures

Critical infrastructures are the essential and enabling assets, systems, networks
services that support New Zealanders’ wellbeing, how and into the futu
critical because:

e the functioning of such infrastructure is essential for the economy,

severely prejudice:
-~ provision of essential services to public;

—  the public interest with regards to saf
law and order;

- the functioning and stabit

—  national security.

Critical The critical infrastructure systen

infrastructure critical infrastructuresdt reflects the dependencies and interdependencies between

system infrastructures {ie. the ‘are physically, digitally, or logically linked to one
another), which m
dependent on the

DPMC

Electricity

Authority

EQC

GCSB

Ministry of Business, Innovation and Employment

National Institute of Water and Atmospheric Research

National Emergency Management Agency. This is the agency responsible for
coordinating New Zealand’s response to natural disasters and other emergencies.

National Cyber Security Centre, part of the Government Communications Security Bureau

New Zealand Security Intelligence Service

RBNZ Reserve Bank of New Zealand, the prudential regulator of New Zealand banks,
insurance companies, and financial market infrastructures,
Resilience The ability for an object or entity to absorb shocks and/or have the capacity to adapt to

those shocks and rapidly recover - even if that means providing services in a new way.

Te Waihanga

New Zealand Infrastructure Commission — Te Waihanga

Chrammthamine+
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Appendix C: Compilation of questions for feedback

Prelude: Objectives for and principles underpinning this work programme

e Does more need to be done to improve the resilience of New Zealand’s critical infrastructure system?

e Have you had direct experience of critical infrastructure failures, and if so, how has this affected you?

s How would you expect a resilient critical infrastructure system to perform during adverse events?

e Would you be willing to pay higher prices for a more resilient and reliable critical infrastructure syﬁtem’?

e Thework programme’s objective is to enhance the resilience of New Zealand’s critical infrastructure
system to all hazards and threats, with the intent of protecting New Zealand’s wellbeing, andstupporting
sustainable and inclusive growth. Do you agree with these objectives? If not, what changes.wotild you
propose? ’

e Doyou agreed with the proposed criteria for assessing reform options? If not, what changes you would
propose? ‘ :

Section 1: Background and context

Why a new regulatory approach may be required

e The paper discussed four mega trends: i) climate change, i) a more complex geopolitical and national
security environment, iii) economic fragmentation, and iv) the advent and rapid uptake of new
technologies. Do you think these pose significant threats to infrastructure resilience?

e Arethere additional megatrends that arealso important that we haven't mentioned? If so, please
provide details.

e Do you think we have described the‘ﬁhancia\ttimplications of enhancing resilience accurately? If not,
what have we missed? ‘ ‘

Section 2: Potential batriers to infrastructure resilience

Building a shared understanging of issues fundamental to system resilience

e Howimportant doyou think it is for the resilience of New Zealand’s infrastructure system to have a
greater shared understanding of hazards and threats?

e Ifyotidrea critical infrastructure owner or operator, what additional information do you think would
best suppart you to improve your resilience?

¢ Whatdoyou think the government should do to enable greater information sharing with, and between,
critical infrastructure owners and operators?
Setting proportionate resilience requirements

e  Would you support the government having the ability to set, and enforce, minimum resilience standards
across the entire infrastructure system? If so:

—  what type of standard would you support (eg. requirement to adhere to a specific process or
satisfy a set of principles)?

~ do you have a view on how potential minimum resilience standards could best complement
existing approaches to risk management?
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Managing significant national security risks to the critical infrastructure system

Creating clear accountabilities and accountability

resi

CHron
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Would you support the government investing in a model to assess the significance of a critical
infrastructure asset, and using that as the basis for imposing more stringent resilience requirements? If
50!

—  what options would you like the government to consider for delivering on this objective?

what criteria would you use to determine a critical infrastructure asset’s importance??investing in a
model to assess a critical infrastructure asset’s criticality, and using that as the basis for imposing
resilience requirements that are more stringent on particularly sensitive assets? If so:

—  what options would you like the government to consider for delivering on this objective?

—  what features do you think provide the best proxies for criticality in the New Zealand conte

Do you think there is a need for the government to have greater powers to provid
intervene in the management of significant national security threats against a cri
so:

cture? if

—  what type of powers should the government consider?

—  what protections would you like to see around the use of su
only used as a last resort, where necessary?

lience

asingle agency?

—  doyou consider that an exigti
vested in a new entity?

need f r compliance and enforcement mechanisms (eg. mandatory reporting,
that critical infrastructure operators are meeting potential minimum
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ERS-23-MIN-0025

Cabinet External Relations
and Security Committee

Minute of Decision

This document contains information for the New Zealand Cabinet. It must be treated in confidence and
handled in accordance with any security classification, or other endorsement. The information can only be
released, including under the Official Information Act 1982, by persons with the appropriate authority.

Acting Urgently to Strengthen the Resilience of New Zealand’s Critical
Infrastructure System: Release of Discussion Document

Portfolio National Security and Intelligence

On 6 June 2023, the Cabinet External Relations and Security Committee (ERS): ‘

J

noted that in September 2022, the government announced-its intention to undertake
consultation in the first half of 2023 on the limitations of the current regulatory approach to
enhancing infrastructure resilience [CAB-22-MIN-0362];

noted that in December 2022, ERS agreed to fast-track measures to enhance the cyber
resilience of critical infrastructure ahead of work on broader resilience, and noted that a
discussion document will be submitted to Cabinet for approval in the first half of 2023
[ERS-22-MIN-0063]; '

agreed, in light of the broader vulnerabilities in New Zealand’s critical infrastructure system
exposed by Cyclone Gabrielle, to progress, as a high priority, the development of a single
comprehensive piece of legislation to enhance critical infrastructure resilience against all
hazards and threats, with a view to'its introduction in early 2025;

agreed to the release of the discussion document Strengthening the Resilience of Aotearoa
New Zealand s Crifieal Infrastructure System (the discussion document), and the associated
summary discussion decument, both of which are attached to the paper under
ERS-23-SUB-0025, for public consultation;

authorised the Minister for National Security and Intelligence to approve minor
amendments and refinements to the discussion document and summary discussion document

_prior to their public release;

= notéd that the public consultation period is intended to commence from early June 2023 and
‘conclude in early August 2023, with officials undertaking a range of public meetings over

that period;

noted that feedback on the discussion document will inform the development of options to
enhance critical infrastructure resilience, ahead of final advice being provided to Cabinet in
2024,
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8 noted that there will likely be financial and legislative implications associated with any
policy changes arising from this further policy advice to Cabinet.

Janine Harvey
Committee Secretary

Present: Officials present from:
Rt Hon Chris Hipkins (Chair) Office of the Prime Minister
Hon Carmel Sepuloni Officials Committee for ERS

Hon Kelvin Davis
Hon Grant Robertson
Hon Michael Wood
Hon Andrew Little
Hon David Parker
Hon Nanaia Mahuta
Hon Kieran McAnulty
Hon Ginny Andersen
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CAB-23-MIN-0226

Cabinet

Minute of Decision

This document contains information for the New Zealand Cabinet. It must be treated in confidence and
handled in accordance with any security classification, or other endorsement. The information can only be
released, including under the Official Information Act 1982, by persons with the appropriate authority.

Report of the Cabinet External Relations and Security Committee:
Period Ended 9 June 2023 (Part 1) :

On 12 June 2023, Cabinet made the following decisions on the work of the C abmef Extemaf
Relations and Security Committee for the period ended 9 June 2023:

ERS-23-MIN-0025 Acting Urgently to Strengthen the Resilience of ~ CONFIRMED
New Zealand’s Critical Infrastructure System; '
Release of Discussion Document s
Portfolio: National Security and Intelligence

i

®
T 5
Rachel Hayward

Secretary of the Cabinet
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